





 Preface |

This Trammg Circular descrlbes the new automated
Communications-Electronics Operation Instructions (CEOI) and
‘shows how to use it. The guidance contained i in thls text is based on
two major DA documents: ~ ~ -

Headquarters Department of the Army, Letter 105- 74 6

22 May 74, which established the practlce of changmg call‘ -

signs and frequenc1es dally, and

Headquarters Department of the Army, Letter 105 752,‘ ' ;
27 May 75, which built upon changes made in the fi st letter.

These documents contain the ma]or demsmns on the CEOL, such
as the requirement to change all call signs, suffixes, and frequencies -
on a daily basis. They also clearly descrlbe the obJectlves behmd all
recent CEOI changes. -

Tactlcal units that now prepare thelr CEOI’ s manu
~ begin incorporating the automated procedures mto '
system with ASA assistance. They may al
‘procedures into any training they conduct. Pr ;
conversion to the new system are bemg worked out bet, A ,ee DA and -
ma]or commands. t . .

Army service schools should make thls TC and the spec1ally~i
developed Training CEOI (KTV 600 A) the basw for -
instruction. Tactical units may take the TC apart and use _1tsﬁ

illustrations as training alds -

Since the Automated CEOI and th1s Trammg Clrcular are bothi -

new, user comments are needed and welcomed. Submit your
comments on this TC, and the reasons for them, to Cemmandant ‘
US Army Signal School (ATTN: ATSN—DTD TL), Fort Gordon,
GA 30905. DA Form 2028 should be used for submlttmg comments
but comments will be accepted in any format. ~ ‘
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Purpose And Scope

This training circular describes the
new automated Communications-
Electronic Operation Instructions
(CEOI) and tells how to use it. The new
CEOI permits daily changes of call signs,
suffixes, and frequenmes on tactical net
radios. It also incorporates each unit’s
Communications-Electronics Standing
Instructions (CESI). In this TC, you will
see an example of a CEOI, but bear in
mind that a real CEOI would . contam a
unit’s umque mstructmns ‘ ~

Part 1 goes mto some background on the new automated CEOI It tells :
how the new call signs are constructed and how the frequencms are pro—;\
grammed and as51gned ‘

Part 2 deals with the typical mstructmns found ina CEOI It tells how ‘
to put the CEOI to use in a unit. ‘

Part 3 tells how to useitems in the CEOI to heip beattheenemy’sinter-
ference. It goes into the proper procedures for Transmlssmn Secunty and
_ the use of Authentication.

Part 4 tells how the CEOI i is dlstrlbuted Who is responsﬂ)}e for 1ts han— .
‘dhng, and how 1t should be protected from compromlse -

: Part 5 gives a close look at the contents ofa typlcal CEOL It lays out
page by page, the hlghhghts of the ‘automated CEOI. ~




’ Part 1 The New Automated CEOI

“ always ap kbl
had to be p; i

Errors and 1ack of standardlzatlon Were k

common.

leas da ly and, in some cases,

more often. The result showed that both ~

computer were preferred and were

established as the system to be used in

the future.

CThe "Automs ‘ted” CEOI
The "automated” CEOI i 1s the heart

of the new system of as31gn1ng call s1gns ~

- suffixes, and frequencies. The aut
system does not provide any a

frequencies, but it makes more effective

_greatly improves commum atlons
esecurlty, and enables radm users to enter

any authorized netin an orderly manner.

ffective It takes much of ‘the burden off C-E
use of the ones that are avarl‘a‘ble. The

officers because they no .
produce the CEOL

nger have to




next time period. The reason for
g eight time frames in a segmentis
all ¢ ~ oreduce theimpactifloss or compromise
;normally chang each day Th sprov1des occurs. Normally, time period number
_enough CEOI materials for a month. If one is used with the first day of the
loss or compromise occurs at any time month.

during a day, the command merely shifts




TIME PERIODS:

~ TIME PERIOD
Ol THRU 08

i
gt
it

TIME PERIOD
09 THRU 16

TIME PERIOD
17 THRU 24

 TIME PERIOD
25 THRU 32

‘Each segmen‘tis a ‘complete
CEOI for eight time periods
(usually eight days).
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Numbering And Contents
Of The CEOI

[INumbering
Each CEOI carries its own umque

numbers for these reasons:

The computer 1nstantly recogmzes th1s
number ‘

It rules out duph ’ atmn.

It pr0v1des‘ sy short title for CEOI :
S the CEOI No.

(M). Th;s number remams unchange‘d;

DEdltlons

The various edltlons of the CEOI are
mdlcated by a letter after the three letters

L ‘wol ‘ ShOW’B thru
Z and then do e‘ s (AA) Whe they
are needed.

tmes a specmc system There are two types: H—-Changmg
-A comp%ete C EOi .




[IContents

 The new CEOI aiso COﬁt’ains geheral

tions- Electronlcs Standmg Instructlons
(CESI) Wlth these‘

tlohy blit it sho ‘d be kept in mmd‘ thaf
each CEOI must meet the needs ef the

kthroughout the Army These item num-
bers can be very useful when you're com-
~mun1catmg Wﬁ;h someone else who holds
the same CEOI you do. The CEOI hasa
11st1ng of two letter codes that can be giv-
en in the clear to draw attention to a spe-
cific page in the CEOI These codes;
change daily. Even thou h you can
this two digit cod




~ :’Letter Number Letter” Call Slgns

Call Sign goes t " m and Statmn,

Changes: Call Slgns, SuffiXeS, and
- Frequencies every day or less.
| - COMPUTER:
~ Provides Format.
- Stores Content.




Part 2 Usmg The Automated C % I;

DData Requlred

Before you can start to use the new The authority of t s NCS absolute
‘CEOI you must get into the . ' n

Radio call signs and frequencies are

assigned by the computer from data

submitted by the using command. The

CEOI letter-number-letter call signs are

unique with the tactical unit for which

the CEOI is de31gned The 1nput data

required are:

- Complete list of organzatlons to be as-
signed call signs. ; ~

- Complete list of nets to be ass1gned fre-
quenme Nets requiring fixed frequen-
cies must be so noted and the frequency
ass:lgnm ents listed. ‘

Complete l'st of all nets that share, or
may possfoly share, a common site,
such as a command post or a tactlcal
operatmn center ~ .

Complete list of all frequen(:les in MHz, -
available to the command for assign-
~ ment. Power restrictions imposed on
the frequencies must also be mdmated
This above 1nformatlon 1s fur-
nished by the C-E office .
commands to the joi; vASA/ NSA
CEOI data collectlon team. . ‘

éRadlo N ets

EJNet Structure

Field radm stations are grouped into
nets accordmg to the tactical situation.
To control a radio net, one station, usual-
ly the one servmg the highest echelon is

designated as the net control statlon
(NCS). L , -

10




Call Signs And Frequencies

CCall Sigh‘i And
Net Structure

The new call mgns are bemg assign-
ed to specific units and stations, not to
nets. Instead of following the old rigid net
structure, stations are now perm1tted to
operate in other nets, as requn'ed using
their own call signs. This permits net flex-
ibility and provides a greater degree of
Signal Secunty (SIGSEC)

~_ Since the new CEOI does not reveal
unit and station ass1gnments to speczﬁc
“nets, the C-E offlcer determines whatever
net structures are needed and publishes
the results in operation orders or S1gnal
annex, SOP, etc.

OCall Sign Construction

A call sign has two parts. Both parts
change on a daily basis. The first part (L-
N-L) is the basic call sign. The second
part is the suffix. Normally, it consists of
two numbers but if the command
contains more than ninety nine users,
extender letters are added, such as A, B,
and so on. The last letter of the basic part
is umque to the echelon at which the user
operates. For example in a battahen no
two stations would have the same last
letter. The reason for this is that it
permits unique abbreviated call signs for
routine use in a functioning net.

Note:

A complete call sign must be used
_any time a station tries to enter a net in
which it does not normally operate
(hlgher or lower) ~




computer This permlts a dally change of
frequencies. It does not prov1de more
frequencies but does allow better
‘frequency utlhzanon ‘ ~ ~

DSpare Call Slgns
And Frequencms

The new CEOI prov1des spare caﬂ
igns. For example the C-E Office
authorize their use when th
gains a new unit or when human errorre-
sults in the compromlse of a specxflc
call sign. . . -

When a spare call sig‘n‘is required,
the user must glve the C- E offlce

- Orgamzatlon‘ that needs the neW
~ call sign.
- Penod of time a call 81gn 1s needed
~ and the dates.

Don’t ask for ¢ N C ;
Use a secure cir ,ult ,r‘an OPS code

Note. - L ‘

. This 1nf0rmat10n mus"lbe
transmltted over secure c1rcu1ts or must
be encoded. ~

You must take the same action with
spare frequencies that you take with
spare call signs, plus you must give the
 name of the net that Wﬂl use the new
frequency.

It is the user’s responsﬂnhty to give
up any spare call signs or frequencies

12




Item number identifiers are used
when you're entering a net in which you
do not normally operate, or to
otherwise identify your station. To find

your 1dent1f1er read down the "time

period” column until you find your CEOI
item number. Then follow that horizontal
row to the extreme left-hand column. The
two letters found there are your item
number identifier for that time period.

The NCS 1dent1f1es* the calhng
, the equests the calhng station
kto auth‘ntlcate ,

*Warnmg
The item number identifier is
only a method of identifying a
unit. It is not a substltute for
authentication.




DTypes Of Interference

The receptmn of radlo s1gnals can be
hmdered confused, or prevented Dby the
mterference of unwanted signals reach-
ing the receiver. The mterference may be
unmtentmnal (frem frlendly or natural
sources) or 1ntent10nal (from unfrlendly
sources) ~

The following types of mterference
may be experienced: -

MEACONIN G. - The transmlssmn

by the ‘enemy of false navi Vatmnal
31gnals to confuse or hmder” the

nav1gat10n of alrcraft and shlps and to
~confuse ground statmns ‘

INTRUSION - The mtentmnal

insertion of radio s1gnals mto friendly
transmissions to deceive or confuse s e ol
imitative De b '

fmendly eperatlons ie.,
commumcatlons deceptmn (ICD) and
imitative electromcs deceptmn (IED)

ebhteratmn or dlsruptmn of fmendly use
ofa partlcular frequency or portion of the
spectrum. Jamming is intended to

prevent the use of the friendly

commumcatlons systems or dev1ces

INTERFERENCE Any natural
or manmade radlatlon of electrical
energy that causes dlfflculty in the
reception of signals. For the purpose of
this report, interference is any
unidentified radiation that causes an
undesirable effect on friendly
communications or noncommumcatlons
equlpment ‘

14

JAMMING - The dehberate

| Part 3: Communicating In Spite Of The Enemy

Interference Report

DRes;ionSIblhty For Report-
ing nterference

~ The mdlwdual who experiences mter—
ference is responsﬂ)le for reporting the
m(:ldent Before 1n1t1atmg an mterfer-
ence report however the recewmg
antenna should be disconnected to insure
that the lnterference 1s commg from an

, by ‘ould be studied as
pos' ble ca ses yof the mterference

[OSteps In Reportlng :
Interference .

ave been de—
aters to work
' nal mterfer—

ming is suSpected the followmg antuam-
mmg measures will be taken.

Reduce transmission speed.
Remain calm.
| Cohtinue to :Operate. .
Observe radio discipline.

Do not admit to being jammed.

e



Adjust the fine tuning, gain (or

volume) control, band width selector,

crystal filter, and/or other controls
peculiar to the eqmpment bemg used.

Increase transmrtter power

Reorient or resite the antenna; or

change antenna polarlzatmn

[If these measures are unsuccessful re-
quest that the C-E officer provxde you a
spare frequency 1

The Initial Report. chkly report

the incident, whether or not you are
successful in Workmg through the
mterference ‘

Inmdent Analys1s. Prompt
accurate, and complete reporting is

j1mperat1ve for C-E and intelligence

0ff1c1als to evaluate and correct the

‘interference. Incidents must be reported

via secure means to the Net Control

Statlon ASAP, ‘that means within 10

minutes of the incident. NCS delivers the
report to the C-E officer who coordinates
with the EW ofﬁcer 1nte111gence officer,

_and the supporting ASA element to solve

the problem or to make alternate plans.

Reports will be marked UNCLAS EFTO
':(Encrypted for Transm1ss1on Only).

Means Of Transmlttlng The

‘Report Transmission by electrical

means is authorized, however, transmls-
sion must be secured by an on-line or off-
line (manual) system. If it cannot be
transmitted, the information must be
provided in writing to the C-E officer
through the NCS within 12 hours.

i Line 1 - Type Of Report

OThe Contents Of The Full

Interference Repert Plus
lrev1t 7 Lists

The report Wﬂl containthe fol )
mformatmn and wﬂl be prepared

tlcatmn system, which We’ll cover 1’5 ter.

1 _Meaconing

2. Intrusmn -

3. Jammmg

4. Interference .
Lme 2 - Affected Station

' Give the NCS the last letter of yeur
call mgn and your sufflx o

Note*k
- This line need not be encrypted.

Line 3 - Give Your Station’s Loca-
tion Or Grid 5‘000rdi'nates. ‘
Encrypt the Statmn s grld coordi-

nates.

. Note:

- Grid zone letters may be included but
only when they are necessary to clarify
the location. If you include them you
must note the fact, or they may be con-
fused with the encrypted coordmates

Line 4 - Frequeney Or Channel
Affected.

Encrypt the frequency (m MHz) or
the channel on which you experlenced
the interference.

15




LINE 7
onel ff Pngth of Inter, 'E Tence.
i ; {Me interfer, ence starreq
(N zgerference Pﬁemweness
Der.
g ” e axo S.name ang , Tan)

INTERFERENCE REPORT

Line 5 ; Type of Equ pment Af—

~ ;6 FM radlo
7. Radar ;
8. NAVID

Lme 6 - Type Of Emlssmn Or The
Audio ‘_haracterlstlcs Of Inter-;

‘ ference. ;
9. Randomly keyed CW/ RATT
.:Keyed CW
. ‘Stepped tones (hagplpes)
2 ‘Modulated tone

3. Random nmse/statlc ; .
. Gulls

. Wobbler : ~
7 Unldentlfled vozce chatter
' traf c, or: music.
. Frlendly call sign, chatter and/or
traffic. ‘ -

Line 7 - Estlmate The Strength of

The Interference.
9. Weak

0. Medium
‘ 1 Strong

lpercentage of copy lost f he
of ‘tlme radar/ NAVID was

| exaetly what d1d happen

Note’ .

Lmes 10and 11 Wlll be omltted When
‘the report is transmitted electncally
However, a full written report should be
forwarded to the C-E officer within 24
hours of the encrypted report.




Transmission Security

ElImportance Of TRANSEC [OTRANSEC Checklist (Item
i‘ No. 43 In. CEOI)

Transmlssmn se nty measures are

the steps we

10.

1 ke to protect

~ transmissions from mterceptmn traffic
analys1s

dlrectmn fmdmg, imitative
1, ming, and other
emy. Any soldier
hone pushes a

Keep transnnssmns short
. Follow authonzed transmission

procedures.
Maintain cu‘cult dlsc1plme

. Properly orient the transnnttmg
. ‘antenna

. Usea dummy antenna when tun-
‘ing or maintaining transmitters.

. Avoid unnecessary. transmlsswns
and excessive testing.

. Operate radios at the lowest‘pos-

~ sible power levels that give satis-

factory communications.

. Use only authorized call signs, pro-

cedure words and 51gns and op-
eratmg 31gnals ‘

. Authentxcate as prescmbed in the

CEOI.
Report all 1nstances of TRANSEC
Vlolatmns .

Radmtelephone operators will check

transmission security during every com-

munications period. The transmission

‘secunty checklist will 1nclude the follow-

ing pomts The proper answer for each
one is no.

10.

]

- .

. Is radio hstenmg s11ence belng

violated?

. Is unofficial conversatmn bemg

exchanged between operators?

. Are transmissions taking place in
a directed net without permlssmn
ofthe NCS?

. Is the operator’s personal s1gn be-
ing transmitted?

Are call signs belng compromlsed

by their association with plam lan-
_guage unit des1gnat10ns" ,
. Is plain language used mstead of

authorized pr031gns and opera-
ting signals?

. Are the operators using unauthor-

ized and incorrect procedures"
Do unnecessary transmlssmns ~
occur?

. Is the 1dent1f1cat10n of umts and ~
individuals being dlsclosed in

transmissions? ~
Are calls bemg transmxtted exces-
:swely? f

Are transmlttmg operators send-

ing too fast for recelvmg opera-

 tors? o
. Is excessive transmlttlng power

_ being used?

13
14,
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Are transmitters bemg tuned Wlth
the antenna connected?

Is excessive time consumed in tun-
ing, testing, changing frequency,
and adjusting equipment? ;

Are authentication requirements
and procedures being violated?

17




ODRYAD

The numeral apher system used
today is called "DRYAD”. DRYAD
includes a reader guide -61) plus a
. daﬂy numeral cipher insert. This system
is provided by your SEC material
direct support activis y CMDSA)
Instructions on how to use this system
are contained in the new CEOL

sed to encode

A. To Encrypt

1 andomly select any two letters
‘ (e ept 7Z) for the SET INDICATOR(SI)
;-EXAMPLE CP ~

2. Find the first letter of SI (”C”) in
LINE INDICATOR COLUMN

g Fmd second letter SI (”P”) in line
indicated by first letter. Letter to the right
of the second SI letter is the SET
LETTER. (NOTE: If second SI letter is
last letter in the line, go to the first letter
in the same line for the SET LETTER).
Position the reader gmde over the line
1nd1cated b the SET LETTER

4, F ; d he number to be encrypted
in the plaintext numbers on the top of the
reader guide. For each number, substi-
tute one of the cipherletters from the SET
LINE immediately under the numbers.

18

the order the:

LINE
INDICATOR

~ COLUMN

READER
GUIDE

SET

(NOTE: Use the cipher le
SET LINE toencryptthe

use the letters on the lower half of the
reader guide). Numbers are encrypted in
y appear in the message. Var-
iants should be used for repeated num-
bers. Transmission will be in the form "I

‘set CHARLIE PAPA (pause) ROMEO
NOVEMBER ALFA MIKE.”

5 GRID ZONES are encrypted by
fmdmg the grid zone desxgnator letters
in the plaintext letters on the lower half
of the reader guide. The cipher letter
foundin the SET LINE directly above the
plaintext letter is substituted for the grid
zone letter. No other letters will be en-




crypted. Grid zone numbers will be en-
crypted in the same manner as any other
numbers . ~

B To Decrypt
Upon recelpt of the SET INDICA

TOR find the SET LETTER in the
manner described under encryptmn Set

the READER GUIDE on the line
‘indicated Dby the SET LETTER and

decrypt message by substituting

plaintext letters/ numbers for the c1pher
letters. . . ,

C Challenge And Reply
Authentlcatlon

1. To form challenge Select two
1etters (except Z) at random ‘ ‘

. 2 To determme reply-Fmd the first
letter of the challenge in the LINE
INDICATOR column. Find the second

. The reply is the ciphe

f dlrectly below the second lette; of the .

DRespon51blllty

The ,commander is the cor

{,letter in the line mdlcated Dby the flrst‘ ;‘ ;

challenge. (NOTE Ifthe firstletterof the o
Challenge is IIYII th er eply Shoul d be

taken from the ”A” line of the table )

3. When authentmatmn is desu‘ed,
the CALLED party should challenge
first. After g1vmg the appropnate reply,
the calhng party wﬂl then counter—
challenge ~

D Transmlssmn Authentlcatlon

A Transmlssmn Authentlcatlon Ta-
ble is located on the back of each c1pher
‘table. Columns are numbered to aid in al-
location of digraphs to selected stations
within a net for use on a ONE-TIME ba-
sis. Assigned digraphs ‘will be us

trolling Authority or his designated rep-
resentative.

d inor-
der. Assignments are made by the Con-

the CEOI 1f effectwe and;resp nyswe‘ ceih-
mumcatlons are to be avaﬂabl “ -

Your CEOI centams spec1flc 1nstruc—° -

tions for the operation of C-E equip-
ments, systems and fac111t1es w1th1n~ ‘

your command. It is the only

document from ‘which subordi’nate’ ele-
ments Wlll extract call signs and fre-

quencws fer unlt CEOI’

19



D st_llbutlon And Requisition

by the Dlrectef Nati
cy (NSA)_and Shlppe

in the1 umts and distmbute the CEOI

tracts re uired by their commands or

the messag

DRequ1s1t10n

- Requisitions for normal or
supplemental material are sent directly
to NSA. Requests for resupply are
submitted electrically to the Director,
NSA, ATTN: S-14, Fort Meade,
Marylan& 20755. A ;mformatmn copy of

‘ 1ished the

Commander, Army Commumca-

(USACSLA), ATTN AMSEL-CCM-

NICP-AM, Fort Huachuca Arizona

85613. When any change occurs that
affects the current CEOL e.g., changes to
items, copy count, available frequencies,
or organizational structure, NSA must be

_notified as soon as possible in order to

make necessary changes. Emergency
changes m the CEOI wh1ch requlre

acceuﬁt

DReser‘ves EfditiOns_

itions are zssued the controlhng author-
ity (C-E Office) will distribute a second ed-
ition of the CEOI to all uni ,~,who have

the first edition. The complete reserve ed-

ition must be placed in effect, and a third

‘edltlon should be held in readmess

INITS




FOR OFFICI |.

CONFIDENTlAI.

Ye f C OI

[ITraining

Normally, a command will get two
Tralnmg and

ontrolling

at the time a

~ ect. In those

srcuatlons Where operati: a]

is used routinely, resupply wﬂl be
automatic.




Phys1cal Securlty
ompromise

[IPhysical Security
~ The automated ‘CE‘OI 1s class1f1ed if

the recognized ’Controllmg Authoﬂty"
and under prov1s1ons foun n Ap ndlx

“(CP) No more than 8 days mate
is issued to the user y ti: :
thority to reprod ‘e Or extract any
portion of the CEOI is retained by
the controlling authorlty ‘

The 1nd1v1dual in possessxon of a
CEOI or a portion thereof, is responmble
for safeguardmg its contents. A thorough

understanding of handling procedures

estblished by the unit, combined with

good judgment, will greatly assist in
keeping the CEOI away from

unauthorized personnel.

22

DCOmpromlse
The CEOI, ,0 any " it,is con-

o unauthonzed person-

the contents are so misused

they endanger the secunty of communica-

the contiol
the most expedltlous

cumsta;gces .
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Part 5: A Close Look At A CEOI

Contents Of CEOI:

mission requirements.

The contents of a specific CEOI
depend on the requirements of the using
command. The C-E officer, who assumes
overall managerial responsibilities of the
system for the commander, determines
item contents based on command
All CEOI's
contain standard items with each
publiCation followi‘ng a standard format.

As stated prevmusly, the automated
CEOlis des1gned to meet the needs of the
using command. Accordingly, item con-
tents vary. The following are considered
standard and are contamed in each doc-

. ument.

‘Handling Instructions
- .
Item Number Identifiers

Instructions ,

Radlo Call ngns And Frequency
Asmgnments

Authenncat;gn Insﬁu:'ctions

23



Short Title

L
; T—KTV 600 4 No - e
Unit Designator [ ARKING)
nt ON (MECH) (cEq)) w)
faAooc .

Loitioling, 5

14TH INFANTR Y Divisy
" Controlling Authority: cp

, ‘System; ~ HANDLING INSTRUCTIONs
Suita bility ment °ontains Hangjing Instrycrig,

, Index, Sutfixes, 37 98ys of call sigy
eNts, lrom n‘ldentifi-rs, 1




Unit lIdentification

(Protective
Marking) ;

Title Pag

Thls pageisissued w1th each lay-

ed to thé user.

Copy__of___ copies is prmted on
the title page to ease distribution
and control, not to designate the

CEOI as a registered document.

Unit
: Identification
Symbol

. Time
Period
Increments

‘OF..-—-——-'

copY_——

(PROT

ds 01 thru 08

ECTNE MAR

(Reverse

\(\NG\ B\ank\




 Your CEOI index lists all items
which comprise a complete CEOL It
is a ready reference for locating
CEOI contents. .
Exmmple: @~
 To locate the 3rd Bde HQ call
signs and frequencies, turn to item
No. 7.

Item Numbers Of
Complete Contents




sign suffixes are rahdoﬁlly‘a 1
on a daily basis, as with the three
dlglt alpha numerlc call s1gn.

SUF FIXE RKING)

SUFFIXES




Signs

Call signs use a Ietter-number-
letter combmatlo .

”Charhe, Zero Three, THIS IS

MIKE, Zero Seven, PRIORITY

"Mike, Zero Seven, THIS IS:

CHARLIE, Zero Three, OVER” ‘

The Cdr, 2/14th then transmlts
his message.
Note:

Each station in the net has a uni-
 quelastletter in the call sign portlon
:for each day.

The complete call sign is used
under the following conditions:

When opening a net.

When entering anetin whlch you

do not normally operate.
When responding to a net call.

When requested by NCS or any
other station.

When radio reception is poor.
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<ty eag PROTECTIVE MARKING)
larn INF Divy fH C‘Ll o

ynet a net in which he does n nor-"

mally operate.

He obtains permission to leave‘ ‘

his assigned net from NCS by

:standard radio procedures.

After clearing with the Div Cmd‘ ‘
NCS, he switches to 1st Bde Cmd
frequency and initiates call to lstk ;
Bde Cmd NCS. ~

The 1st Bde Cmd NCS wiy

System is used. Upon receipt of the
correct authentlcatlon, the NCS will ’

«grant permission to enter net.

dr, 34th MP Co then
ed station, using
complete call signs.

When responding to a net call,
stations will answer in alpha-
numeric order (1nclud1ng numeric
sequence of suffix), using your full
call sign and suffix.




Frequency Assign:

uencies change throughout
mmand on a 24 hr. change
cycle unless other instructions :
given by the controlling aut
The daily change time is included in
CEOI special in truetmns.

KTV 688 A
DIV SPARES 1-

Name of station the call si
be a551gned to.

Date needed and expected length
‘ of tlme requlred ~

Name of your unit.

Contact your C-E Offlc v for ap-

for a permanent
ehange or an idition to the call

oty SPARES 1-2
olv > signs already assigned.




v
1TEM No oeunnggs

Item Nu; -ber“

They provide a rapld ‘secure
means of identifying unit or station
designation. Identif atlo 1 of a unit
or station in the clear 1s not
authorlzed '

~ 1tem number ‘dentlf er is AY . ITEM MO 1DENT I pe .
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; (PROTECTIVE. MARKING)
KTV 600 Series msmucnous ‘

1. GENERAL
ion Instructions 1CEOH

~ the ope(atlon of C‘E eqmpments,
this comman d is CEO! is ¢
ment from whi
signs and fr quenc\

2. D\STR!BUT‘ N
hm;ted to the actual xequue
as determn

Officers a8 resp!

_of CEO! items W\

CEO! extracts ¥

kthss CEO! is
ﬂdmduals
te CE

4 SECURITY.This ceot will be afforded the e

regu!at\ons for

safegua\'ds as those prescnbed by current
ame pvotect\ve

the protecnon of othe matenai of the sé@
markings.
a. The complete CEO‘ will no pe taken into con
, operations areas unless specmcauy auth in
cable operat\ons o y the y
d representatwe

10f10

re 55 o valable, the
eported to th St f Cryptog,ap to the G/SZ and th
e

t C hic
OMSEC CUStod"::fenal will also be
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; ~k lNSTRuCT‘ONS

This
structloritf)lrl: v i contam
i a variety of areas. §I‘m-
. s are: General il
tone, stnbutlon' | mstruc-
i clph::’/ operatmns cc‘ydesk nu e
and L at;thentlcatlon ;ystmer-
y ists; effective tlm:a3 me,.
so




Sound S

gnals

Your C-E Offlcer may 1mprov1se
sound sagnals with any devices avail-
able for a sound alarm system.

~ways read ST umeral u Jless other-k
wise indicated by use f the "Letter
Indicator” listed beeow. .

Index F ash‘ _

horlzontally above and at ‘r ght ang-
les to base panels. -

Letter Indlcator' |

When used, it is centered vertlca.l-
ly above the "Index Flash” and ]
means "Read As L tters”. The num-
bers 1 thru 26 represent A thru Z.

“Example:

Special signs with predetermin-
ed meanings are also used. Panel
configuration and special meaning
_are prov1ded by your C- E Offlcer.
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NG)
~ (Pnoxecnvs %:EK‘ .
KTV 600 Series SOUND SIG e
iR MECHANIZED, OR sz:e .
: "\’wo tong blasts !

~ several times; °:
weapon; of o

Aﬂ CK
or siren repeated
shots from 2

’ tomauc weapon fwe

whtsﬂe. horn Of

asts of a nd o long.

or one shoft a

o after maskmg CBR
4 by pe:cussm“
tnang\eSy iron

" L or 'Spra\,’
G\?vs\\i be accompa :\15
h as those produced by bells:

unds S suc .
igﬁs or emptv she“ case k .
iren; or five
ALL CLEAR me e
Aone min

ced
equa\\v spac
pursts of auto mattc

. (PR OTEcnvs MA
: fnes PANEL SiGn, ALs

kae)

4. Panefs
are
°°mmumcate

any I‘t £d ¢
angle, Pa an
2T require, red. els

L
PANEL signaLs




Wire Tagging System

(PROTE
. CTIVE

MA
- W’RE TA RK]NG)

GGUNG SYSTEM %

m 2 dastmctwe tags ang
v used by 8l units

2D BDE

WIR i
'RE TAGGING sysTey lof2

2 OUTER
OOO 4@ epce

A wn'e tagglng system conSISt-
unlts respon31ble for lay ng‘ and

maintaining wire communlcatlons.
ere tags are made in three dlstl

three basw wire tag shapesiare‘

| 51gned punched ho

Addltmnal punches or no

Ibeginning at the inner edge of

tag (edge by which the tag is attach-
ed to the wire) indicate a major“unit.

| Subordinate units bear the major
' unit marking as well as markings

Whlch begm at the top outer edge of
the tag

Note:

- Some major units ymay not be as-
es in the lower
inner margin but will be identified
by the lack of holes.‘

The combmatlon of the shape of
the tag plus the punched hole pattern

’id“en‘tifies the unit to which the tag

‘unit laying the wire

‘; prln S ﬂthelr telephone switchboard
designator on one side ef the tag and

the unit the wire is going to is
identified on the oposite side. For
example, one side may read
"PINBALL” while the other side
will read "TO PINETREE "

Note: .
1st and 2nd Bde tags have the

- same punched hole pattern but the

shape of the tag dlffers. -
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Frlendly
Informatlon

~ "er made avallable to’ the enemy,
it could adversely affect the mission.




Message reference numbers pub-
lished in the CEOI are randoml,
lected by computer programmi

ference number willnotbe

tions orders, admin orders and a
nexes issued by the preparing com
mand. ‘ -
Note: | : .
 It's important to line through
message reference numbers after

m ex‘plain:s' the proper
a field telephone.




Designators Do N

Example: e
A Co, 1/74 FA Bn will use the
designator "SALEM ALFA.”

. 14th Inf Div (Mé

1t Brigade
1/24 InfBn
2/24 InfBn
1/14 Armor Bn
2d Brigade
1/44 Inf Bn
2/44 Inf Bn
2/14 Armor Bn
3d Brigade
1/64 Inf Bn
2/64 Inf Bn
3/14 Armor Bn

4/14 Armor Bn

DIVARTY
1/74 FA Bn

-<ETETON
SHOTGUN
_SCOUNDREL

- SALMON

SHOVEL
SHADOW

SCHOONER

SABER

'SALOON

TELEPHONE ‘ o
SWITCHBOARD DESIGNATORS  20f3




caﬂ\p

pige
er
oi“'i‘ ot FSE

SP‘. Tt ‘
g\r\e(\“é'

ain

8R!
‘ Qqav\

~ %0
c:ne““ a ot\::’f‘\ 50 o

dex item numbers or sufﬁxes and | pro-
vide no degree of security to the sub-

_scriber.

NUMBER
66
10
46




COUNTERSI GN

_PANAMA
- BURGUNDY
BUCKET
_GIANT
MINE
passwords are vahd for ak g%“éANCE

period. ~ . L s | copE  Gliam

- SPARE1  READY - EXHIBIT
SPARE2 - FINGER
_SPARE 3 ' NOZZLE
SPARE 4 ( START

SIGNS AND COUNTERSIGNS




from our transmissions or from us-
ing the transmissions against us. In-
formation on TRANSEC was cover-
ed earlier in Part 3 of this text.




% st MD)
or, . "
Joye . gy,

O;d . ythe .

" COpyg Uiy, °’9? Visio,
& teg  Niza. ) C
. c Off;ggulrin?ﬁonso
e : o

Operations Code /

This item gives a brief explana-
tion of the issuing of and effective
days for Operations Codes. It goes
on to give an example of their use.




The 01rcumstances under whlch
‘authentication is manc ‘
listed in Item 46. These1 str ctlo s,
along Wlth the next two items in the
CEOI, ovide all of the bas1c
mformatlon on authentlcatmn.

T‘ "ansmlssmn

and ass1gns the columns m the table
\ to spemflc umts. .




~ ; ~ ntication.
usest: t means for aut entk -
efficien =

NOt?'k ys use challenge and reply
Alwa

LT e ibher systor , ;be,providédbnhec‘omssc
: if it's operationally : o i k
authentication i ;

Meral ciphey
Numbers apg
o lists If o
‘ encoded.

- systkem; may
£00rdinates
possible.

be. Used 16 gp,
Perations codes

in 3 plain text mes,
are use‘d,‘me‘ entire

4. Those units kredu‘ir‘ing the numera) éiph’éf system Will obtain iy
through their unit COMSEC Officer :

- msrnucnoms FORuUsg
A. TO EneR YPT

1 Handom(‘y select Ny two letters lexcepr 7 for the set
!ND‘#CATOB@H.‘-‘Example: ce.. - - -
2. Find the g, letter of SI fupny LINE INDIcATOR
CoLumn, , - ‘

£ Tog cof
the o, F
Cong lety
98 js 10y

N,

Ordey  .° R,
'S degjgr, As"g”""ents.are s Assjgpos
aledmp'e"*ﬂiari.,emade by the

3or3







iNotes:
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