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Chapter 1

1-1. Introduction
For a long period during the evolution of
warfare, communications were unsophisticated and nontechnical. The means of
communications consisted chiefly of
messengers, and manually and mechanically generated signals. The most important
and effective means was the commander
speaking directly to his subordinates.
Centralized management of communications was unnecessary (as well as impossible)
due to the limited speed and range of the
communications system.
As communications methods were
converted to electronic systems, certain
elements of standardization were necessarily
imposed, but the concept of decentralized
control remained unchanged. Within broad
limits, commanders were able to use their
communications assets as they saw fit to
enable them to control, in the best possible
way, those forces under their command.
Communications between units received low
priority. This was reflected in the limited
interface between units as each unit went
about its own mission. When one unit had to
talk to another, the pace of the battlefield
allowed time for them to get together to iron
out differences in communications
procedures, and thus there was no real need
for C-E standardization.
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a. Doctrine for the allocation and employment of tactical C-E resources
called for every commander to be provided with the resources he needed to
communicate with his subordinate commanders one echelon below. That
commander, in turn, had the assets to communicate one echelon lower. The
communications network paralleled the command structure. Doctrinal
responsibility then existed from higher to lower units and also from right to
left on the battlefield. At every echelon, more than one means of
communications were provided. Every signal unit was organized with the
goal of providing a self-contained, dependable, flexible, secure, and rapid
communications capability.
b. The structure developed for management of the C-E system was much
the same at each echelon. Each commander had a subordinate signal unit to
operate his communications system and a staff officer to advise him.
Management functions were divided between the staff and the subordinate
signal unit. To enable each commander to employ communications as he
saw fit, decentralized control at each echelon was practiced.
1-2. The Need for C-EMS
With the introduction of electronics to communications, the battlefield
environment changed. The demands placed upon communications also
dramatically changed. Time is a most important factor and distance
becomes less and less significant. With increases in mobility and
technology, units now move more quickly and shoot more accurately; thus,
commanders must be able to exercise pinpoint control. New administrative
and logistics systems require the transmission of large amounts of data to
support the commander. Subscribers must now communicate throughout
the width and depth of the battlefield. The intensifying requirements for
dependability, flexibility, speed, security, and volume capacity increased as
mobility on the battlefield caused interdependence among units. Interface
between units and between their communications systems became a major
concern.
To meet the demands of today’s Army, highly sophisticated C-E
equipment is required. To provide voice, teletypewriter, facsimile, or data
communications across the battlefield, high capacity trunk systems,
tactical automatic voice, and data transmission systems are being fielded.
To maximize their capabilities and to meet the total communications
requirement, all of these systems must be integrated at every level.
1-3. The Design of C-EMS
For successful integration of these systems, technical and managerial
standardization must be imposed. A commander no longer operates his own
communications without concern for systems integration. To do so would
degrade not only his portion but also the entire network. Decentralized
control is, therefore, no longer an acceptable management practice. For
efficient and effective management of the C-E system, centralized control
coupled with decentralized implementation is now a necessity.
a. C-EMS is designed to provide centralized control with decentralized
execution. The system is capable of monitoring the status of resources and
other baseline data necessary for planning and engineering tactical
systems. It exercises dynamic technical control over tactical
communications systems and coordinates the interfaces with other
systems.
b. C-EMS encompasses such functions as the determination of equipment
status, disposition and allocation of communications resources,
determination of precedence, levels of security access, and equipment
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interface capabilities at access points. It also includes the primary technical
control functions (monitoring, testing, routing, failure prediction, restoring,
and reporting) which must be on a real-time or near real-time basis.
c. C-EMS uses the current inventory equipment but is designed with
sufficient flexibility so as to be able to accommodate developmental items
as they become available. It will ultimately include those facilities being
developed under joint DOD programs which will provide the tactical
commander a fully automated systems control capability. Based on future
configurations of equipment, acronyms previously associated with
management and control are replaced with DOD/DA approved
terminology as developed under the joint tactical communications program
(TRI-TAC).
d. C-EMS is designed to cope with the complex mix of secure and nonsecure
analog/digital communications equipment. The system will use automatic
assistance to facilitate performance analysis and the dissemination of
planning, engineering, and control information.
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2-1. Introduction
The C-EMS structure uses the tactical
communications control facilities (TCCF)
concept of operations to provide an informal
means (or technical chain) to exercise
technical supervision over the operation of
the communications systems. Elements of
this C-E management structure are assigned
to various echelons, with formal ties through
the normal chain of command (fig 2-1).
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a. C-EMS begins at the highest Army echelon within a theater of
operations and extends down the chain to the operating elements located at
each signal node, center, or site. The elements that actually exercise
managerial and technical control at each echelon (i.e., theater army, corps,
division) are described throughout this manual.
b. The doctrine of a command system superimposed on an area system
provides the optimum communications system for a COMMZ (fig 2-2). The
command system provides the theater army commander with the means to
exercise command and control of combat operations; the area system serves
the needs of the combat support and the combat service support elements.
The two systems are again complementary because the signal centers at the
major commands and major subordinate command headquarters have
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access to both systems. Thus, when command headquarters move or when
portions of either system become inoperative, high precedence traffic being
passed over the affected system may be rerouted through operating portions
of the other system. Interface points are provided to the DCS to provide
worldwide access.
c. This manual establishes C-EMS procedures and techniques for the
current and future C-E systems. The C-EMS provides management and
control guidelines and C-E system standardization for commanders and
staff elements who plan, engineer, and/or control these systems. The
management and control doctrine established by C-EMS is based on the
Department of Defense/Joint Tactical Communications Office (TRI-TAC)
philosophy of joint services and the merger into a common C-E system. The
joint service concept requires that certain conditions be made. These are—
(1) Management policies, in both the planning and operating stages,
must be harmonious, if not identical.
(2) Technical parameters must be standardized.
(3) Equipment must be compatible.
(4) Terminology must be universal.
2-2 Management Policies
Conditions will be established through an intensive standardization
program that permeates the entire spectrum of C-E management. The
conditions will be discussed in perspective to their impact on C-EMS
throughout the manual.
a. C-EMS directs such functions as the determination of equipment status,
disposition and allocations of communications resources, determination of
precedence, levels of security access, and equipment interface. It also
exercises direction of control functions (monitoring, testing, restoration,
and reporting). The C-EMS organizational structure uses the TCCF concept
to provide an operational chain that exercises technical supervision of
communications system operation.
b. The individual parts of the control chain are assigned at the various
echelons but operate the C-E systems under a “master plan” that specifies
procedures and standards. The normal chain of command provides
implementing supervision, insures adherence to directives, and identifies
communications requirements to upgrade or improve support for combat
operations.
c. The objective of immediate response to user needs dictates total
understanding between C-E elements. C-EMS is dedicated to developing
universal standards and procedures that achieve this. Planning,
engineering, and installation operation will be understandable at all levels
and by all members of the C-E community. C-E doctrine is a composite of
DOD policy, Defense Communications Agency (DCA) technological
direction, the concepts of TRI-TAC, and operational mission requirements.
2-3 Standardization of Technical Parameters
DCA has systematically researched the problems encountered in the
area of technical communications. This research has resulted in a usable
data bank of technical communications standards (parameters). These
standards (as set forth by DOD) apply to all services. Stringent application
of these parameters to all circuitry will enhance interface capability and
insure quality service to the subscriber.
Application of the exacting (and sometimes complex) parameters
demands well-trained operators and supervisors. A comprehensive training
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program is an absolute necessity to enable technical control, operator, and
maintenance personnel to employ equipment properly.
2-4 Equipment Compatibility
The TRI-TAC development program is directing the use of like
equipment throughout DOD. The separate services are tasked for
designing, testing, and procuring the new items (for instance, the Army is
responsible for the tactical automatic switching (TAS) system; the Air
Force is developing the TCCF). When the new family of equipment is
fielded, inherent compatibility will be achieved. In the interim, use of
current inventory equipment demands constant attention to interface
problems.
2-5 Terminology
To understand the C-EMS management structure, a common
terminology is being introduced into the Army’s C-E management system.
The terminology used in this manual has been developed for use by all DOD
services under the Joint Tactical Communications System Program (TRITAC). It is consistent with current developments for the Army’s tactical C-E
systems and developmental equipment that will be introduced into the
signal community through the 1980’s. It is approved by the Joint Chiefs of
Staff for use with the TCCF.
Terminology must be universal. As new systems and techniques evolve,
new descriptive terms will be used to describe both equipment and
functions. New developments cannot be described in old terms with
precision; so new terms have evolved for use throughout DOD. Generally,
technical terms have been promulgated by DCA and are published in
DCAC 310-70-1, Volume IV.

2-6 C-E Management
Under the C-E management system, the management structure is
divided into the four elements listed below and described in figure 2-3.
Element
CSPE
CSCE
CNCE
CESE

Function
Planning/Engineering
Overall Control
Local/Nodal Control
Operating Facility
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Chapter 3

3-1. Introduction
The communications system of the Army
in the field may be compared to the nervous
system of the human body. Like the body
which has nerves extending from the top of
the head to the tip of the toes, the Army has
communications circuits extending from the
water’s edge to the forward edge of the battle
area (FEBA). In order for the Army to be
responsive to its mission, the communications system must be reliable and provide
rapid and secure exchange of information
throughout the chain of command.
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3-2. Theater of Operations
The communications system is widely dispersed over the entire theater
of operations. The theater of operations is divided into the combat zone and
the communications zone (COMMZ) (when adequate terrain is available).
a. The combat zone is that part of the theater of operations that is required
for combat operations. The combat zone includes the ground, air, and sea
areas where the commander directly influences the progress or outcome of
operations by maneuvering his ground-gaining elements through delivery
of firepower using fire support systems under his control or command. The
size of the combat zone depends on the area of interest, mission,
organization, and equipment of the force involved and the physical
environment of the country. For tactical control, the combat zone may be
divided into corps, division, and separate brigade areas. The commander of
the unified command designates the rear boundary of the combat zone; the
boundary may change as required by displacement of the combat forces.
b. The COMMZ is that part of a theater of operations behind the combat
zone. It contains the communications facilities, logistics support elements,
and other agencies required for the immediate combat service support of the
field forces. The COMMZ includes sufficient area for the operation of
supply, evacuation, transportation, and combat service support
installations and for their defense. The COMMZ also includes any area
necessary for the operation or support of Navy and Air Force elements
based outside the combat zone. The rear boundary of the COMMZ is usually
the rear boundary of the theater.
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c. The organization of a theater of operations varies with the type of
theater, the types of forces in the theater, and the nature of the operations
planned. FM 100-10 provides a more complete discussion of the territorial
communications zone.

3-3. Area Communications
a. In the COMMZ, units of the theater communications command (army)
(TCC(A)) install, operate, and maintain an area communications system.
This area communications system consists of area signal centers (nodes) so
situated throughout the theater army that a major subordinate
headquarters located anywhere in the corps rear area or the theater army
service area has ready access to the signal communications facilities of one
of the nodes. These area signal centers are interconnected by multichannel
communications facilities in a manner that permits routing from one area
signal center to another through several paths. The requirement of the
mission and the location, and size of units determine the number of area
signal centers (nodes) established in the COMMZ.
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b. Also installed in the COMMZ is a command communications system.
This system is superimposed on the area system to form an integrated
network. Units of the TCC(A) install, operate, and maintain the theater
army command communications system. The command system has
multichannel voice communications, radio teletypewriter, and messenger
service facilities. These facilities interconnect the theater army main and
alternate signal centers and extend from these signal centers direct to
3-4

headquarters of major subordinate commands, such as the corps. Theater
army signal units normally furnish the teams and equipment that are
required to terminate the theater army command communications system
at the subordinate headquarters.
c. There is only a limited requirement for single channel radio net facilities
within the COMMZ, but a single channel net is provided as a backup to the
multichannel links for special communications. Detailed information on
theater army communications is contained in FM 11-23.
3-4. Corps Communications System
a. The corps communications system operates in the combat zone and
provides communications for corps units. It is an integrated system
employing multichannel communications facilities to provide service on
both a command and area basis plus single channel command radio. Direct
links are provided from the corps main to attached divisions and selected
subordinate units within the corps area. The area communications system
is interconnected with the command system and consists of no more than 16
area signal centers (nodes) situated to provide ready corps-wide access. The
corps system also interconnects theater army, adjacent corps, and
divisions.

b. The corps area system may be employed as a grid, tandem, or
combination grid and tandem network utilizing no more than 16 corps area
signal centers (CASC). Usual employment is 15 CASC with one held in
reserve for replacement/augmentation. Defense Communications System
(DCS) entry into the system is based upon technical capability and
command requirements.
3-5

c. Each CASC furnishes multichannel radio and wire facilities and local
field wire and cable circuits to units in the vicinity requiring the service.
Each area signal center also—
(1) Furnishes telephone, telecommunications center. teletypewriter,
data, cryptographic, and limited messenger services for units and
installations in the area.
(2) Provides patching and switching of telephone, teletypewriter, and
data circuits.
(3) Provides radio-wire integration (RWI) and retransmission services.
(4) Provides interface with the DCS at selected sites (nodes).
d. The corps command communications system normally consists of direct
links between corps main and attached or assigned major subordinate
commands. Links are also provided to the corps tactical command post
(TAC CP), corps rear/corps support command (COSCOM), and adjacent
corps. For additional information on communications, consult FM 11-50,
FM 11-92, and FM 24-1.
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3-5. Division Communications System
The division uses an area communications system, a command
communications system, RATT nets, and FM single channel radio nets to
provide the commander with the necessary communications to effectively
command and control his troops.
a. The area system provides communications for administrative,
logistical, and maintenance support. It also supplements the command
system and provides access to the multichannel system for any support
elements located in the vicinity of an area node.
b. The command system provides the means necessary for division tactical
operations and insures the priority of command/control communications.
(See FM 11-50 for additional information.)
c. RATT nets are established between echelons of the division to
supplement and as backup to the command and area multichannel systems.
d. Single channel FM voice nets are established between echelons of the
division to provide the commander with a mobile, flexible means of
command/control during the heat of battle when time is of the essence.
e. With the use of RWI stations, the commander has access to the area and
command multichannel systems even though he may be in a remote area or
an aircraft with only FM radio for communications. (See TC 24-3.)
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3-6. Brigade Communications System
The brigade communications system functions as an integral portion of
the overall division communications system and serves as its forward
terminus. The brigade headquarters is connected with the main echelons of
the division by multichannel radio and/or cable provided and operated by
division signal battalion personnel. Forward area signal centers of the
division provide communications links between brigade and combat
support and combat service support units. RATT sets are used in the
brigade area to operate in the division RATT nets to supplement and back
up the division multichannel system.
FM single channel radio nets are established in the brigade area and
between the division and brigade. These radios are the primary means of
communications during the heat of battle when instant reaction to orders is
essential to the outcome of the battle.
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Chapter 4

4-1. Introduction
The tactical communications-electronics
management system consists of the C-E
management assets assigned to each
echelon. Each level of command is
responsible for integrating its own
communications into the system and for
supporting the overall system within the
theater of operations. The representative
organizational structure (fig 4-1) is described
in this chapter. Note that this manual
discusses only the relationship between
theater and theater army C-E management
functions. It does not prescribe doctrine for
the theater.
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4-2. Theater and Theater Army C-E Management
a. The theater commander is responsible for communications of the theater
headquarters and from the theater headquarters to and between component
services within the theater of operations. He normally delegates the
responsibility for signal communications support to the major component
commander and to commanders of joint task forces. In a large theater of
operations, the theater commander may delegate the responsibility and
function of COMMZ communications to the theater army commander.
b. The theater army (TA) commander depends on his assistant chief of
staff for communications-electronics (ACSC-E) for recommendations on CE requirements. The ACSC-E, also known as the TA C-E officer, is in charge
of the TA C-E section. He is responsible to the commander for the overall
formulation and implementation of C-E plans, policies, and procedures for
the installation, operation, maintenance, and management of the theater
communications system (army) (TCS(A)). As the commander’s primary C-E
adviser, he forms broad policies for C-E activities and issues instructions for
their implementation to major subordinate commanders. The TA C-E
section is the primary point of contact for coordination with the joint forces
commander, CONUS activities, and other activities concerning
communications-electronics matters. Under the tactical communications
control facility (TCCF) concept, the C-E section is the CSPFE for the theater
army. Personnel from the C-E section man the theater army tactical
automatic switch control office (TASCO) along with personnel from TA
signal brigade CSPE and CSCE offices. The C-E section is composed of two
divisions:
(1) The Plans Division consists of three branches:
The Electronic War-fare Electromagnetic Environment Branch.
The Frequency Management and Call Signs Branch.
The New Equipment Training Branch.
(2) The Operations Engineering Division consists of three branches:
The Operations Branch.
The Engineering Branch.
The Systems Performance Analysis Branch.
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4-3. Theater Communications Command (Army) (TCC(A))
a. The TCC(A) installs, operates, and controls the theater
communications system (army) (TCS(A)) which provides both command
and area type communications. Within the theater army, subordinate units
of the TCC(A) provide a high capacity, multimedia, multiaxis, integrated
communications network. TCC(A) provides command and control of
assigned or attached signal units. Headquarters, TCC(A), provides the
CSPE and CSCE functions for—
Planning.
Systems engineering.
Traffic engineering.
Circuit allocation and control.
Communications security (COMSEC).
Liaison with the—
Defense Communications Agency
C-E staffs of other military services.
Allied forces.
Civilian communications agencies.
b. The TCC(A) is responsible for the COMMZ line of communications
(LOC) from the rear of the COMMZ to the rear of the combat zone. The
TCC(A) employes the assets of the separate companies or battalions plus
area companies and battalions that are assigned or attached.
Representative types of units used are operations battalions with
multichannel facilities, trunk switching companies, communications
center operations companies, and tropospheric companies; as well as other
specially organized units tailored to provide theater army C-E support.
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4-4. Corps Level C-E Management
a. Corps C-E Officer/Signal Brigade Commander. The corps C-E officer is
a member of the special staff of the corps headquarters. He is also the
commander of the corps signal brigade. In both functions, he is the key
individual in the C-E management system at the corps level.
b. Corps C-E Officer Functions. In his functions as the corps C-E officer,
the signal brigade commander has staff responsibility for the coordination
and supervision of the activities of all corps communications systems. His
special staff responsibilities are to—
(1) Advise on communications-electronics matters including signal
communications, locations of headquarters, and signal facilities.
(2) Determine requirements for communications support and the
employment of signal troops.
(3) Exercise technical staff supervision over C-E activities of the
commander.
(4) Prepare the C-E and electronic counter-countermeasures (ECCM)
portions of the training program.
(5) Coordinate frequently allocation, frequency assignment and use,
and the reporting and processing of interference problems.
(6) Advises the commander and staff on matters pertaining to
electromagnetic radiation environments in the command.
(7) Evaluate technical instructions; obtain advice and assistance from
C-E staff officers at higher echelons; coordinate plans and operations
with the C-E staff officer of higher headquarters; and provide technical
advice and assistance where needed.
(8) Represent the corps on planning groups to assure proper
consideration of C-E support.
(9) Assist in preparation of electronic warfare (EW) plans and annexes.
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(10) Implement the signal security policy and procedures.
(11) Plan and coordinate the installation, operation, and maintenance
of communications systems by assigned or attached units.
(12) Plan and coordinate still and motion picture photographic services.
c. Corps Signal Brigade Commander Functions. The signal brigade
commander (also the corps C-E officer) controls all assigned and attached
signal units. He directs the installation, operation, and maintenance of
corps C-E systems and facilities required to implement plans developed by
the corps C-E staff to include—
(1) Communications system planning, engineering, and control
functions.
(2) Technical control over all corps communications facilities.
(3) The communications systems of major subordinate commanders
and adjacent major US and allied commands with the communications
systems established by the brigade.
(4) Crypto logistics support coordination for the corps.
(5) Coordinating support required for access to the theater army
communications system.
d. Headquarters and Headquarters Company (HHC) of the corps signal
brigade provides the staff personnel who—
(1) Are responsible for command control, staff planning, and
supervision of signal brigade operations for the commander.
(2) Form an element to plan, engineer, and control the corps command
and area communications systems.
(3) Make up the corps C-E section that supports the corps staff.
e. Corps C-E Section. Although this section is assigned to the HHC of the
corps signal brigade, its duties are performed at corps headquarters under
the direction of the C-E officer. The C-E section is used by the corps C-E
officer in the coordination, planning, and technical supervision of the corps
communications systems. The CSPE and CSCE functions performed either
by the C-E section at corps or by the operations section of the signal brigade
are—
(1) Long range communications planning.
(2) Contingency planning.
(3) Communications network layout.
(4) Preparing the technical annex to theater army plans and orders.
(5) Analyzing the operation of all corps systems.
(6) COMSEC.
(7) Issuing and controlling radio frequencies and call signs.
(8) Preparing radio net diagrams.
(9) Coordinating on frequency matters with the theater army C-E
section and subordinate commanders.
f. CSCE, CNCE, and CESE. The functions of these elements are provided
by elements of the corps battalions as described below.
(1) The corps command operations battalion provides terminal
communications facilities (telephone, teletypewriter, facsimile, and air
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and motor messenger service) for the echelons of corps headquarters. It
also shares a responsibility with the radio and cable battalion for
displacement of the corps command posts communications facilities.
(2) The corps area signal battalions (normally four) are charged with
installing, maintaining, and operating the corps area communications
system which provides the multichannel radio and cable
communications for the combat support and combat service support
units within the corps area. Further, the corps area communications
system serves as an alternate means of communications for the corps
headquarters command system.
(3) The corps radio and cable battalion controls the attached signal
elements of the brigade and the single channel and multichannel
transmission facilities in the command communications system. It
provides cable and wire support to the command communications
system and shares command post displacement responsibility with the
corps command operations battalion.

4-5. Division Level C-E Management
a. Division C-E Officer/Signal Battalion Commander. The division C-E
officer is a division staff officer. He also commands the division signal
battalion. He directs all signal activity within the division and is the key
individual in the C-E management system at the division level.
b. Division C-E Section. The C-E section is also the CSPE for the division.
Based upon input from the various division staff elements, it performs the
following functions.
Determines communications requirement.
Engineers communications systems.
Integrates C-E plans with tactical operations.
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Prepares diagrams and map overlays.
Insures COMSEC practices.
Provides the signal battalion S3 with direction and guidance for
establishing the division communications system.
c. The Division Signal Battalion provides signal communications systems
and facilities for all command echelons of a division, together with special
staff and technical assistance for planning and control of all division
communications. It is staffed to provide direct support COMSEC logistics
for the division. The operations section of the battalion HHC performs the
division CSCE functions.
d. The HHC of the organic division signal battalion, together with the
communications-electronics staff plan, direct, and coordinate assigned
operations and required training of the division signal battalion. HHC also
provides command, control, administrative, and logistical support for the
battalion.
e. Signal Companies of the division signal battalion install, operate, and
maintain the communications facilities of the division as follows:
(1) The command operations company (“A” company) provides
communications facilities and services for the division main, division
tactical command post, division artillery, and artillery group.
(2) The forward communications company (“B” company) provides
three forward area signal centers to support units within a designated
forward area of the division. The company also provides secondary
access to the division communications system for supported units in the
immediate area. The company provides the multichannel access for the
brigades of the division.
(3) The signal support operations company (“C” company) provides
communications facilities for a division support area (DSA). It also
provides signal center support for units near the DISCOM
headquarters or near the division rear elements; and multichannel
service to the ADA, engineer battalion, and the division aviation unit.
f. Unit Communications Officers of brigades and separate battalions
perform duties similar to the duties of the division C-E officer. Generally,
the duties include—
(1) Supervising the installation, operation, and maintenance of the
unit’s communications system.
(2) Preparing plans for displacement or extension of the
communications system.
(3) Supervising the maintenance of communications security and
assisting in preparing training directives pertaining to
communications.
(4) Preparing standing operating procedures (SOP) required for
tactical and technical control of the communications system.
(5) Assisting in the selection of the locations of the command post and
communications installations within the command post.
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Chapter 5

5-1. Introduction
Under the C-EMS structure, the C-E
plans–and engineering–result from the
staff planning methods used to develop C-E
(signal) estimates and plans. At the higher
levels of the command structure particularly,
the C-E plans and orders developed provide
only general guidance in the scheme of C-E
support.
This chapter covers the functions
involved in the C-E planning process. The list
of functions presented here may be used as a
planning guide for using communications
resources, to include the installation,
operation, and maintenance of C-E systems
that satisfy user requirements. The planning
functions involve. responsibilities at all
echelons; only their scope changes according
to the planning needs of each command level.
Additional information on C-E planning,
procedures, and formats is in FM 24-16.
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5-2. Relationship Between C-E Planning and Engineering
General guidance is of little value to the equipment team installing a
circuit; therefore, at some point, planning must become engineering and
provide detailed technical information. At that point, a detailed C-E (signal)
order must be issued to activate the C-E system. The C-E order must satisfy
the needs established or determined during the planning phase.
a. The amount of technical detail contained in the C-E order will vary with
the level at which it originates; the higher the echelon in the organizational
structure, the less the required detail. Even at the implementing level, C-E
orders may not be specific if SOP’s and other fixed directives are available
and provide detailed implementing instructions. Obviously, if the C-E
system can be activated with a simple, easily understood order, the
communications needs of the supported command are more effectively
satisfied. For this reason, standard procedures, preplanned interface, and
standing instructions are established.
b. Specific functions of the planning elements are as follows:
Preparation of C-E plans, estimates, and orders.
Maintenance of records.
Assessment and allocation of resources.
Validation of user requirements.
Preferential services.
Issuing technical directives.
Introduction of new equipment.
Frequency management.
Assignment of call signs.
Contingency planning.
Recording user locations.
System security.
Provision for messenger service.
Directory service.
c. Engineering functions may be identified as distinct from planning
functions but, in reality, are often inseparable from planning. Engineering
functions are listed here to show their relationship to planning and are
covered in detail in chapter 6.
Network layout.
Traffic engineering and diagrams.
Circuit routing lists/bulletins.
Traffic diagrams/bulletins.
Line route maps.
Multichannel systems and radio net diagrams.
System performance analysis.
Electronic counter-countermeasures.
Figure 5-1 shows a logical progression of planning and engineering
functions.
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5-3. Preparation of C-E Estimates, Plans, and Orders
a. The C-E estimate is a continuing process that is seldom recorded, except
at high command levels. However, if time permits, estimates may be kept at
any level and used in preparing plans for future operations. Revision of the
C-E estimate occurs constantly as new facts are introduced.
b. The C-E plan is based on paragraph 5 of the C-E estimate. It contains
instructions and information about providing C-E support for the command
as a whole. Specifically, the C-E plan—
(1) Assesses the situation.
(2) Defines the mission.
(3) States the proposed method of execution.
(4) Lists the administrative/logistical plan.
(5) Lists the C-E instructions in effect and location of command posts.
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c. C-E orders are combat orders that govern the installation, operation, and
maintenance of the C-E facilities and systems that support strategic and
tactical operations. They include the C-E portion of command operation
orders, C-E operation orders, standing operating procedures (SOP),
communications-electronics operation instructions (CEOI), diagrams,
maps, overlays, and sketches—all of which are required for effective
management and operation of the C-E system. The C-E orders are issued in
the same format as the C-E plan and include annexes as needed for
supplemental information.
d. SOP’s and CEOI’s are issued as needed and according to FM 24-16.
(1) SOP’s cover those features of operations that lend themselves to a
definite or standardized procedure without loss of effectiveness. In the
absence of specific orders to the contrary, compliance with SOP is
required. The major command staff will publish an SOP to provide
instructions for those operations or activities that are considered
normal and routine. The staff will also publish one for those situations
that require rapid reaction by the command when the situation may not
permit the issuance of any other instructions. These instructions may
be included in the communications portion of the command SOP. The
C-E officer also develops an SOP for his section to facilitate planning
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and operations, and to insure that all elements of the section are aware
of their assigned responsibilities and instructions. The senior signal
unit and each of its subordinate units will prepare SOP’s to provide
instructions for the operation of each unit. Normally, the further down
the line in echelon and operational level, the more detailed and specific
the SOP becomes.
(2) The CEOI contains a series of instructions issued for technical
control and coordination of communications-electronics operations of a
command or activity. The automated CEOI is prepared and published
by the Director, National Security Agency (NSA), and shipped directly
to the COMSEC custodian of each command. Manually prepared
CEOI’s are produced locally. (See AR 105-64.) Subordinate C-E officers
determine the distribution of CEOI items within their units and
distribute the CEOI extracts required by their commands or units.
5-4. Procedures
a. The preparation of C-E estimates, plans, and orders closely parallels the
planning and decision-making cycle followed by the commander and his
staff. For a specific operation, this cycle starts with a mission statement, a
commander’s concept, and a command estimate; progresses into a
command operations plan; and ends with the issuance of a command
operations order. The C-E officer and his staff participate directly in the
development of command estimates, plans, and orders. C-E estimates are
developed to assist the commander in his overall estimate of the situation.
b. During the planning phases, the C-E officer advises the commander and
other members of his staff on the capabilities and limitations of the
available C-E support and develops a signal plan for each tactical plan. The
C-E officer develops the instructions and information pertaining to the
provision of signal support for the command as a whole, as well as
administrative and logistics information to be incorporated into the
command operations order. The C-E estimates, plans, and orders prepared
by the major command should be concerned primarily with policy direction,
operations, concepts, systems objectives, and special communications
requirements for the use of the senior supporting signal units and
subordinate major commands.
c. Remember that for the C-E system to function properly, it must be
planned properly. And for it to be planned properly, there must be a free and
continuous flow of information between the C-E staff and the CSCE.
d. After estimates have been made, plans developed, and orders written,
the orders are published, distributed, and implemented.
5-5. Maintenance of Records
a. Records pertaining to C-EMS functions will be kept in accordance with
AR's 340-2 and applicable 340-18 series. Table 5-1 is a summary of the types
of C-EMS records normally retained by the C-E section at major command
headquarters and at senior signal units. The records may be in the form of
documents, cards, messages, diagrams, overlays, photographs, or whatever
form that can be best utilized and maintained. C-EMS records will be
standardized in both format and content. Records are retained according to
procedures established by each major command. Table 5-2 is an example for
corps.
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b. Permanent records will not be maintained by signal organizations
below TCC(A) and signal brigade levels. Permanent records for corps and
division will be incorporated into the records of their respective major
commands. Within a theater of operations, permanent records of C-EMS
operations pertaining to system status and performance, use of equipment
and supplies, personnel and training, experience data, and user
requirements will be centralized at theater army level or the senior combat
zone command. When required, theater army or the senior combat zone
command will supply information derived from these permanent records to
CONUS. The report is called the Communications System Information
Summary.
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5-6. Assessment and Allocation of Resources
To meet the communications needs of force deployment in the best
possible way, C-E requirements must first be evaluated. Then, available
resources are allocated to satisfy valid needs to the greatest extent possible.
a. Resources, in the C-EMS context, include communications equipment
with associated power generators and vehicles; communications
operations, planning, and engineering personnel; frequencies and systems
facilities, such as channels, trunks, subscriber terminal equipment; and
messenger service.
b. Assessment and allocation are performed at all levels where
responsibility for systems planning and engineering, control, and
operations are performed, and are continuing processes. All signal unit
commanders are responsible for assessing and allocating their resources
under the guidance and policy of the major commander. Commanders must
know the relationships between personnel and crew-served equipment
configurations.
c. A data base is established and maintained to provide accurate and
timely information about the status of resources and proposed network
changes. It is periodically updated, preferably daily, by node or facility
commanders who report to the controlling CSCE. The data base is not
necessarily computerized, although it probably will be. It is used—
(1) To determine the availability of personnel and the operational
status of equipment for establishing systems.
(2) For extension or reconfiguration of systems.
(3) For restoral action after damage to the network.
d. Communications resources status information will be maintained in
CSCE data bases for use by major C-E staff sections and signal unit
commanders. The data base includes information on—
(1) Personnel/equipment teams status.
(2) Available stocks of selected critical items.
(3) Maintenance levels.
(4) Communications specialists in theater training.
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(5) Resources in transit.
(6) Status of organic communications resources of nonsignal units.
e. The CSCE supporting a signal unit makes recommendations on the
allocation of resources based on system status, anticipated requirements,
current and projected availability of resources, and the major command
priorities. However, the controlling signal commander actually does the
allocation using signal orders, technical directives, and similar documents
as a guide. Allocations are normally made in response to—
(1) Trouble reports.
(2) User communications requirements.
(3) Orders from higher headquarters.
f. While priorities for resources allocation are a command decision based
on operational necessity, the key thought in allocation is economy of
resources. Two important factors that relate to the economy of resources
are—
(1) Alternate systems must be kept to a minimum. Maximum use of
channel capacity must be accomplished by using common-user circuits.
(2) The allocation of dedicated circuits and subscriber terminal
equipment—over normal SOP distribution—must be closely monitored.
5-7. Responsibilities for Assessment and Allocation
a. For assessment and allocation to be fully effective, guidelines must be
established by the headquarters of the highest echelon signal organization.
The guidelines should delineate—
(1) Responsibilities.
(2) Delegation of authority to commit resources.
(3) Issuance of specific instructions as to the extent a unit may expend
its capability (including the numbers and types of teams for which
commitment may be made without referral to the next higher
headquarters). This applies particularly to system restoral actions
executed on the basis of system integrity and operational priorities.
b. To insure adequate responsiveness and flexibility in providing
communications support, the extent of the commitment of communications
resources by the next subordinate command will be established by each
command echelon. The extent of commitment will be between 80 and 90
percent of available resources. Authority to commit resources to the
threshold level should apply both to installed and uncommitted equipment
and to personnel. When requirements for resources cross command lines,
the decisions will be made by the headquarters with control over the unit
involved.
c. In planning for the effective employment of the allocated resources, the
time element is a major governing factor, especially where restoral action is
concerned. Calculations for restoral of service must consider the point of
availability of the resources and travel time to the point of installation. For
example, a shelter in a transportable configuration may be removed from
its prime mover and transported by heavy lift helicopter, while the organic
vehicle proceeds to the site by road.
5-8. Validation of User Requirements
a. A tactical communications system must be designed and operated only
within unit capabilities and only in direct response to the tactical mission.
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Unit commanders and their staffs must neither request nor plan upon a
communications system that exceeds the primary needs of the unit. Basic
user (unit) requirements for communications are broadly prescribed in
Army doctrinal publications and are reflected in the basis of issue (BOI) of
terminal equipment authorized for user units. User requirements are also
reflected in the amounts and capacities of switching and transmission
equipment authorized for signal units providing C-E support.
b. The planning and engineering of a communications system for
maximum effectiveness within available resources require precise
identification and validation of user requirements.
(1) In the command communications system, most requirements are
fixed, known in advance, and subject to little change.
(2) In the area communications system, requirements for common-user
support are not as fixed as in the command system. Requirements will
vary with troop deployment and changes in support of unit locations.
(3) The theater army C-E section will identify requirements for basic
communications circuits and for support of the army in the field. The
section will publish these requirements in an SOP as guidance for
major commands and their supporting signal units.
c. The types and amounts of access communications to the command, area,
and theater systems will be prescribed for the combat, combat support, and
combat service support units on the basis of published doctrine, if available,
or experience factors. In this way, a baseline network can be designed and
installed to satisfy minimum essential user requirements. In addition to
baseline requirements, tactical situations and changing environments
require that a means be provided for users to obtain changes to their normal
communications support when necessary.
d. The validation of new requirements begins when the potential user
submits a request, either oral or written, to the CNCE supporting the unit
involved. The CNCE grants the request if it has the capability and
authority. Otherwise, the CNCE prepares a special communications
authorization request (SCAR) and submits it to the next higher
headquarters and subsequently to the unit with the resources to grant the
request. Figure 5-3 shows the procedures for validation of user
requirements.
5-9. Preferential Services
Preferential services are provided to users (usually select users) to
insure continuity of operations or to improve responsiveness to situations.
a. In tactical C-E systems that employ manual switching, preferential
services are usually provided either by dedicated circuits or by call
supervision by telephone operators. Automatic switches, however, can and
do provide preferential service by selective programing; there is no need to
use dedicated services or the operator.
b. The following are some of the preferential services that can be provided
by automatic switches.
(1) Assignment of precedence and preemption capability.
(2) Call forwarding.
(3) Conferencing (preprogramed, progressive, and broadcast).
(4) Off-hook service (direct access capability (DAC)), sometimes called
a hot line.
(5) Assignment of a fixed directory number to selected mobile
subscribers.
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c. Since the demand for preferential services usually exceeds the capability
of the equipment, the services must be limited to those who really need them.
Initial requests for preferential services should be submitted to the system
planner during the design phase of the C-E system. After the C-E system is
established and as the need arises, a potential user may submit a special
communication authorization request (SCAR) to the commander of the
node serving the user’s organization. The decision on who gets preferential
service will be made at the major command level. Authorized preferential
services will be included in the SOP of the supporting signal unit and will be
reflected in instructions to the CNCE’s and automatic switches involved.
5-10. Issuing Technical Directives
a. A technical directive is used to initiate, govern, or order a certain action,
procedure, or policy. The directive may be either oral or written; the lower
the echelon, the more likely they are to be verbal directives.
b. For efficient functioning of the C-E system, there must be an unrestricted
flow of technical information between C-EMS elements. Thus, technical
directives are issued at all C-EMS echelons (fig 5-4) to provide amplifying
instructions on procedures, standards, methods, and techniques used to
implement major C-EMS decisions. Directives are also used to assist in
system coordination and uniformity of operations. Guidelines on issuing
and recording technical directives are as follows:
c. Technical directives are issued by C-E sections of major commands or by
CSCE’s to subordinate counterparts or signal units. Those directives that
5-11

deal exclusively with technical C-EMS matters, not of a command nature,
should flow through technical channels without regard to major command
boundaries and the formal C-EMS structure. Typical technical directives
issued within a corps are listed in table 5-3.
d. Technical directives pertaining to the allocation of resources and to
changes in formal plans and orders are issued by the corps C-E section and
by subordinate signal command echelons, in turn.
e. Technical directives relating to procedures, methods, and techniques are
normally issued at the CSCE/CNCE levels. In some instances, they may be
issued by the corps C-E section.
f. Certain technical directives are issued and applied under the same
general rules that apply to formal orders. For example, some C-EMS
directives impact on C-E matters and require authentication by the
originating commander or his authorized representative. In this category
are:
The allocation of resources.
Changes to command communications plans.
Modifications to command policies and directives.
g. The CSCE and CNCE concerned maintain a Master Station Log, DD
Form 1753, to record technical directives issued and received, as well as their
disposition.
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5-11. Introduction of New Equipment
To meet the constantly changing needs of the tactical situation, new
C-E equipment is continuously being designed, produced, tested, and
introduced into the field. The objective is to provide improved technical
capabilities in our communications system. In the process, new items must
be introduced into the system with a minimum of confusion and disruption
of service to users. Normal practice is to keep both the old and the new
equipment operating in parallel. This allows continuance of service to the
users and, at the same time, provides training time to operators and
maintenance personnel. Then, as time—usually a specified time frame—
goes by, the old items are withdrawn, evacuated, and either reissued to other
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units that need them or packed and shipped to CONUS. Security is of prime
importance and every effort must be made to keep the enemy from
discovering whatever unique capabilities are provided by the new
equipment.
a. Organizational levels of responsibility. A primary requirement in the
introduction of new equipment is close coordination between CONUS
planning personnel and theater army personnel. Shipping schedules,
deployment phasing, logistical support, personnel, training, and use of new
equipment training teams (NET) from CONUS sources should be closely
coordinated. Prior to introducing new equipment, appropriate C-EMS
elements should make detailed assessments of the operational
characteristics and interface requirements for new equipment and then
prepare the necessary changes to C-EMS policies, methods, and procedures.
(1) Theater Army. Within the COMMZ in a theater of operations, the
theater army C-E section will control the introduction of new
communications equipment.
(2) Corps. Within the combat zone, the corps will handle the
introduction of new equipment.
(3) Division. The C-E sections of both corps and division will
coordinate the introduction of new equipment for units in their
respective commands.
b. Staff responsibilities. Each major command C-E staff is responsible for
insuring that adequately trained personnel for both operation and
maintenance, along with repair parts, special test equipment, and
documentation, are available before commitment for operation is given.
The major command C-E staffs also provide wide distribution of new
equipment phasing-in schedules to insure smooth transition from old to
new. As new equipment replaces old equipment, inventory changes must be
updated and reported on the operational resources report.
5-12. Radio Frequency Management
Radio frequency resources (channels of the frequency spectrum) are in
critically short supply and their use requires closely controlled, proper
management. And because radio frequencies are so important, their
allocation and assignment is a command function and a command
responsibility. Each command must implement effective control procedures
to insure that electromagnetic emissions conform to the policies of the
higher headquarters.
The essential factors that must be considered in operational planning
include frequency requirements and availability, assignment priorities,
and geographic and technical limitations. Whenever possible, frequency
sharing should be used. This can be accomplished through proper
management, control, and training. Careful planning and management is
a must to prevent mutual interference or saturation of any portion of the
radio spectrum.
5-13. International Frequency Control
Use of the radio frequency spectrum in all countries is governed
through the United Nations (UN). The controlling agency of the UN is the
International Telecommunications Union (ITU) which, through periodic
international conferences, concludes treaties regulating the use of the radio
spectrum, obtains standardization of methods and procedures, and
minimizes interference. In addition, most ITU member countries impose
additional regulatory measures beyond those required by international
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treaty. Only those frequencies assigned and approved by the host country
are to be used.
a. When the host country for US forces has a controlling government, the
allocation of frequencies within that country is under the control of that
government. Allocation and use of frequencies are diplomatic matters that
are resolved by the heads of state or the official representatives of the
governments involved.
b. After a base of operations is established in the host country, the task
force commander continues negotiation on frequency allocations with the
government of that country.
5-14. Frequency Management Channels
In all overseas commands involving large geographic areas and
employing two or more armed services, a unified command is established—
a theater of operations. The major Army, Navy, and Air Force headquarters
are component commands within the theater.
Frequency management in an overseas area is under the control of the
highest command present. If it is a unified command, the Joint Chiefs of
Staff (JCS) provide policy guidance and the theater commander provides
guidance to the component commands. Figure 5-5 shows the JCS
management channels.
5-15. Theater Level Frequency Management
The theater commander exercises control over radio frequency usage
within the theater through his joint staff. The Director of Communications
Electronics (J6) has primary staff responsibility for frequency
management in the theater. The office of the J6 includes a frequency
management section with a trained frequency management officer as the
section chief. He and his staff are responsible for the allocation and
assignment of all frequencies used by US forces within the theater or zone of
operations.
5-16. Theater Army Frequency Management
a. Theater Army (J6) Section Functions. The Frequency Allocation and
Call Signs Branch, Plans Division, of the theater army C-E section is
responsible for summarizing the frequency requirements of all subordinate
commands. The branch then prepares frequency allocation lists which are
published as the Frequency Allocation and Usage (FAU) list of the unified
command. Thus, the branch performs frequency planning, coordinates the
use of frequencies, and publishes frequency information to subordinate
commands. In performing its functions, the branch participates in
frequency planning with both higher and lower commands, and helps to
insure that the policies and directives of higher echelons (fig 5-5) are being
followed. The Frequency Allocation and Call Signs Branch also maintains
records of frequency assignments, including a master list of frequency and
call sign allocations and assignments for the entire Army area of
operations.
b. Theater Communications Command (Army) (TCC(A)) Functions. The
Frequency Allocation Branch of the J-6 section (CSPE) in the TCC(A)
manages radio frequencies for the TCC(A). The branch is the primary point
of contact in the TCC(A) for all radio frequency assignment actions. The
branch coordinates frequency requirements and forwards authorized
assignments to TCC(A) operating units. It also maintains records, prepares
reports, and initiates all required actions regarding radio frequency matters
for the TCC(A).
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NOTE: In the standard C-E management structure, the TCC(A) ranks
as a subordinate command of theater army and receives its frequency
allocation through the TA C-E section (J6). In turn, the TCC(A) allocates
frequencies to other TA subordinate commands for operation of the TCC(A).
managed theater communications system. However, the theater
commander may elect to have the Frequency Allocation Branch, TCC(A),
perform all frequency managent for the theater.
c. Frequency Management Considerations. Higher echelons (fig 5-5) and
the host country may impose frequency and frequency related restrictions
on theater army. These restrictons, plus those of the TA commander, will,
in turn, be reflected in the frequency assignments and allocations to lower
echelons. Generally, restractions are related to the size of the TA area of
operations, the requirements of the host country and allied forces, the types
and quantities of equipment being operated, the limited frequency spectrum
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available, requirements for strategic communications, etc. The following
items are typical of factors that must be considered in frequency
management at the theater army level.
(1) Because requirements for tactical FM frequencies will greatly
exceed their availability, frequency sharing must be used. The
frequency list technique of assignment and allocation and interference
charts must be used to avoid mutual interference.
(2) Subordinate TA units must submit justified frequency
requirements at least 90 days prior to the date of anticipated use. If this
is not possible, current assignments may be used until requests are
processed and authorized. The TA commander is responsible for proper
use of frequencies.
(3) The higher command will allocate multichannel frequencies to
theater army based on the operating frequencies of the equipment used
in the theater. Restrictions on multichannel frequencies may be
imposed by the host country or because of their use by other US forces
and allies in the TA area.
NOTE: The ABM plan (FM 24-2) or other effective method of
frequency assignment must be applied to obtain maximum use of each
available multichannel frequency.
(4) Theater army must obtain individual approval for all HF
communications that use skywave propagation or that transmits at
more than 500 watts from:
The joint force (theater) commander;
The joint frequency panel (J/FP) of the US Military C-E Board
(MCEB);
The Allied Radio Frequency Agency of NATO;
The host country; or,
A representative combination of the above.
(5) For HF communications that transmit at 500 watts or less, theater
army must obtain a list of cleared frequencies from the joint force
(theater) commander.
(6) For AM air-to-ground, tropospheric scatter, and satellite
communications, the joint force (theater) commander or the
Department of the Army provides frequency allocations on an
individual basis to TA.
(7) The joint force (theater) commander provides a list of authorized
FM frequencies (30-76 MHz) to TA. Restrictions imposed by the host
country and special operations will be included.
5-17. Corps Level Frequency Management
The corps C-E officer is responsible for providing radio frequency
management support to all corps units and coordinates with theater army
elements operating in the corps area. The Frequency Allocation Branch of
the corps C-E section, under the supervision of the corps C-E officer,
performs the frequency management functions. The section consolidates
the justified requirements of all subordinate divisions and attached units
and submits a request for frequency allocations to theater army. Within the
Frequency Allocation Branch, the radio frequency officer, assisted by the
area communications chief NCO, coordinates frequency allocations,
assignments, and use. His duties include but are not limited to:
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a. Coordination of the implementation of the automated CEOI and other
directives from theater army.
b. Coordinating frequency allocations and call signs with subordinate
commands of the corps.
NOTE: When the CEOI is manually prepared, the radio frequency
officer is directly responsible for implementing the CEOI and allocating
frequencies and call signs, as opposed to a coordinating function. (See AR
105-64.)
c. Representing corps at radio frequency management conferences of
higher headquarters.
d. Resolving the interference problems of subordinate units referred to the
Frequency Allocation Branch for solution. All problems are reported to
higher headquarters.
e. Maintaining records of all frequency assignment within the corps area
of operations.
f. Receiving, processing, and forwarding to higher headquarters the radio
frequency requirements for all C-E operations in the corps area.
5-18. Division Level Frequency Management
The division C-E officer, who is also the division signal battalion
commander, is responsible for frequency management within the division.
He supervises the division C-E section which includes a radio officer who, in
turn, performs/supervises the frequency management functions as follows:
a. Determining the frequency needs of the division prior to moving into an
area of operations. A list of the types and numbers of emitters to be used is
submitted to the corps C-E section, along with a request for frequencies.
b. Resolving interference problems within the division. Unresolved
problems are referred to the corps C-E section.
c. Making frequency and call sign assignments to assigned and attached
units of the division. Assignments are selected from the list of frequencies
and call signs authorized by corps. Normally, subordinate units of the
division are permitted to use only their assigned operational frequencies.
However, the brigade commander may authorize a changeover to spare
frequencies when interference occurs. The division radio officer is notified
immediately about the interference problem and the changeover.
NOTE: When an automated CEOI assigning frequencies and call
signs is used, the division radio officer is responsible only for its distribution
and coordinating its implementation. In cases of interference, he forwards
reports of changes to alternate frequencies and call signs to the corps C-E
section.
d. Coordinating with the radio officers of the other divisions to establish
common frequency usage and to solve interference problems.
5-19. The Automated CEOI
The National Security Agency (NSA) prepares, publishes, and
forwards the automated CEOI to theater for further, controlled distribution
with the theater. The automated CEOI is based on input frequency
requirements and unit lists within the theater which are submitted to NSA
(or gathered by ASA teams). A computer is used to assign both frequencies
and call signs on a randomly accessed, nonpredictable basis. This precludes
duplication of call signs and minimizes the interference of frequencies. The
CEOI includes alternate frequencies for use in isolated cases of interference
problems.
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a. Call Signs. The automated CEOI includes call signs which are assigned
to a unit, not to a net. Each call sign is a letter-number-letter (LNL)
combination that is pronounced phonetically; e.g., A1B is alpha one bravo.
Two-word call signs (as described in ACP 119) will no longer be used. The
system of randomly assigned, daily changing suffixes (similar to the
telephone directory arrangement) is used to expand the basic LNL call sign.
b. Changes to the CEOI. The C-E officers at division, corps, and theater
army are responsible for the management of call signs and other aspects of
the automated CEOI. Each C-E officer distributes CEOI material to the
subordinate using units and is responsible for its proper use. Routine
changes to the CEOI, such as additions, deletion of authorized frequencies,
changes in organizations, etc., may be forwarded direct to NSA or through
the ASA support teams.
5-20. Contingency Planning
a. Contingency planning is performed continually at all echelons to
provide direction in anticipation of force redeployment or specific
emergency situations that could disrupt or threaten the continuity of
communications networks. Its purpose is to insure the rapid establishment,
restoration, or rerouting of both user and C-EMS communications.
Contingency planning should be included in the planning and design of a
communications system or installation to insure its reliability; or, may be in
response to planning requirements originated within the C-EMS structure
to cover specific situations.
b. Communications reliability is the first consideration in all planning. To
insure reliability, the C-E planner must provide a communications system
with alternate means; train personnel to operate equipment properly during
situations of stress and emergency; include in SOP’s the requirement for
dispersion and protection of critical communications facilities; and provide
supply and maintenance support to reduce circuit outages to an absolute
minimum.
c. The C-E officer is responsible for C-E contingency planning within a
major command and provides planning guidance to subordinate signal
units. The contingency plans of senior supporting signal units should be
reviewed and approved by the C-E officer of the major command. Normally,
the C-E officer of the major command will issue a planning directive
specifying the conditions that constitute the contingency requirements.
Typically, the conditions are damage resulting from enemy action, weather,
a disruption due to fire, equipment failure, or other catastrophe. The
guidance should also specify the degree of damage to be considered, such as
loss or damage to a major equipment item, an entire node, or an extension
link. Planning constraints are also provided regarding available resources
and restoration priorities. Based on the guidance in the planning directive,
appropriate echelons within the C-EMS structure will prepare contingency
plans.
d. The major command contingency plan will generate the development of
implementing plans by subordinate units. Specified restoral actions may
include patching and rerouting, institution of restriction measures, or
replacement of major equipment configurations and operating teams.
Included in the contingency planning process is the requirement to dry-run
the plan to determine its effectiveness and to provide a basis for required
modifications.
e. Contingency planning must include a COMSEC element. Emergency
plans must be prepared for use in case of natural disaster, enemy attack,
and/or civil riot or uprising. Refer to AR’s 380-40 and 380-41 for additional
information.
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5-21. Recording User Locations
a. Information regarding the location of users of communications facilities
is essential both for accurate planning and engineering of communications
systems and for communications support by communications nodes.
Planners must be aware of all locations of supported users to include allies
and other US forces, as well as Army units. User locations become more
defined and detailed as an operation progresses and as information
becomes available about current and future command post locations, to
include main, TAC, etc.
b. C-EMS elements and the user have joint responsibility in recording user
location: the user must report his current and planned locations; and, the CEMS elements must keep all units involved in supporting the user aware of
the locations.
(1) The C-E section of each major command maintains records of user
locations and provides information to senior signal units concerning
future unit arrivals, departures, and movements as soon as the
information becomes available.
(2) The CSCE’s maintain information on locations of major command
headquarters, separate command headquarters, brigade, and group
headquarters supported by the communications system for which they
are responsible.
(3) The CNCE’s provide the locations of supported units by reporting
unit arrivals or departures to controlling CSCE’s using
telecommunications service orders (TSO) or special communications
authorization requests (SCAR) if communications service for new units
has not been planned.
5-22. Security
a. Both communications security (COMSEC) and system security are
responsibilities of the commanders at all echelons. And although the C-E
officer at each echelon acts for the commander in all matters pertaining to
COMSEC and system security, security is everybody’s business—from the
highest commander to the lowest ranking enlisted person.
b. COMSEC is the protection that results from all measures designed to
deny unauthorized persons any information of value which might be
derived from the possession and study of telecommunications; or, to
mislead unauthorized persons in their interpretation of the results of such
possession and study. COMSEC includes:
(1) Cryptosecurity.
(2) Transmission security.
(3) Emission security.
(4) Physical security (of communications security materials and
information).
(5) The security of unclassified material which, if pieced together with
other material, might reveal classified intelligence.
(6) Accounting for COMSEC material and CEOI items, to include
maintaining records and data on COMSEC practices essential to
maintaining required standards of system security. Data processing
methods should be used for accounting purposes.
c. System security must be considered during the planning, engineering,
and control of the communications system. It is especially important in
laying out the network and disseminating information. Security is also a
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prime consideration in assigning frequencies and call signs (implemented
by automated CEOI). System security includes:
(1) Specifying physical security requirements.
(2) Insuring availability of appropriate COMSEC material (ciphers,
codes, cryptographic equipment, key lists, key cards, etc.).
(3) Specifying procedures for insuring security, such as the maximum
time periods between call sign, frequency, and cryptographic key
changes (if not specified in the automated CEOI).
(4) Preparing policies to implement AR 380-40 and AR 380-41
regarding the accounting for and safeguarding of COMSEC material.
(5) Analyzing traffic to insure proper use of COMSEC capabilities.
(6) Engineering the communications system to insure communication
security (for example, meeting “TEMPEST” and other standards).
(7) Insuring the reporting of COMSEC violations and of practices
dangerous to security.
d. At the national level, the US Communications Security Board (USCSB)
establishes national COMSEC policy which is amplified and promulgated
by Army regulations (AR’s). C-EMS system security measures are
established under the national COMSEC policy; they also comply with
directives promulgated by the Department of Defense (DOD).
e. The theater commander is responsible for the enforcement of COMSEC
in the command. He is assisted and advised by the theater C-E officer.
Within the theater, C-E officers of major commands and commanders of
signal units are responsible for integrating COMSEC policies and
procedures into all C-EMS functions, from planning through
implementation.
5-23. Messenger Service
a. Messenger service is the most secure means of communications
available to all units. It is the most effective method for the transmission
and delivery of bulky items. Although it is flexible and reliable, its speed
depends on the mode of travel (foot, motor, or air), tactical situation, and
terrain trafficability. Messenger service complements the multichannel
command and area systems. It is used to insure continuing
communications and to provide service not available or permitted over
multichannel links.
b. Messenger service may be either scheduled or special.
(1) Scheduled service is used when unit locations are stable and when
unit volume is large.
(2) Special messengers are used when either more rapid service or
special handling is required.
c. The commander of the senior signal unit is responsible for operating a
messenger service for the major commands in both the command and area
systems (table 5-4). The C-E section of each major command establishes the
requirements for messenger service and publishes the routes, schedules,
and message relay points (in the C-E annex).
d. The commander of each communications node is responsible for the
direct supervision of the messenger service provided by the node, for
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coordination of schedules to meet location conditions, and for providing
special messenger service.
5-24. Directory Service
a. Directory service is the preparation and distribution of telephone
directories for and to all users of the tactical telephone system. The
directories contain information concerning use of the directories and of the
automatic telephone system. They include the assignment of telephone
switchboard designation names and subscriber telephone numbers.
b. The preparation and updating of directories are currently performed
manually. When facilities become available, these actions will be performed
by automatic data processing. The distribution of directories is usually one
echelon up, two echelons down, and to adjacent echelons.
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c. A master directory (table 5-5) is prepared, published, and distributed by
the C-E section of the TCC(A). It provides users with a basic understanding
of the tactical telephone system (automatic or manual) and instructions on
how to use the system.
d. The regional/unit directory is an extract from and an extension of the
master directory. It is prepared, published, and distributed by the C-E
section of major commands below theater.
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Chapter 6

6-1. Introduction
The purpose of C-E systems engineering
is to use the available C-E resources in a way
that best satisfies communications
requirements. The goal of the C-E systems
engineer is to provide the highest grade of
service and the shortest message delay time
with available facilities and personnel.
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6-2. Network Layout
a. The C-E systems engineer prepares the network layout which is a
schematic diagram of the multichannel communications system showing
the nodal and interconnecting link configuration. The multichannel
network layout reflects the commander’s concept of future operations. It
provides the basic guidance for engineering the command and area
multichannel communications systems and for preparing circuit routing
lists, and traffic and radio diagrams. Before an operation begins, the
network layout is issued as a planning document to the supporting signal
organizations and to higher, adjacent, and subordinate major commands.
b. The accuracy of the network layout depends on an extensive and current
data base which should include the following:
(1) User locations and requirements.
(2) Available C-E resources.
(3) Current status of existing networks.
(4) Terrain conditions.
(5) All available data on the enemy.
c. An extensive and reliable database, constantly being updated, is a must
for developing the network layout, traffic, and circuit and systems
diagrams. The C-E section of each major command, with planning and
engineering assistance from the senior signal units, performs the network
layout for the command. The elements involved and the logical sequence of
actions in laying out a corps area system network are summarized in table
6-1.

6-3. Traffic Engineering
Traffic engineering is the process of determining the anticipated traffic
flow in a new multichannel system and the best distribution of C-E
resources to accommodate a traffic routing plan that will handle the flow.
Traffic engineering continues after the system is operational by analyzing
the actual traffic flow to determine problem areas and deficiencies and
taking corrective actions. It may sound simple but traffic engineering has
its own peculiar complexities and must be performed systematically as
described below and summarized in figure 6-1.
a. Determine Requirements. The data base and the network layout provide
the basic information required for traffic engineering. Determinable factors
that affect the traffic flow plan are user requirements for teletypewriter,
data, and telephone services. These factors must be related to the speed and
grade of service objectives to determine the needs for dedicated and
switched circuits. Remember that the initial design of the network is
influenced by the busy-hour, rush-period loads. At times, the traffic offered
to the network (system) may reach peaks above that for which it is
engineered. To cope with this imbalance between the offered load and
available facilities, restrictive measures may be required (and planned for)
during high traffic periods and when portions of the network are damaged.
b. Tandem Switching and Path Access Analysis.
(1) After establishing circuit requirements, determine the desirability
of tandem switching and the needs for alternate paths. The use of
tandem switching reduces the overall circuit requirements but
increases the telephone switch traffic loads.
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(2) Path access analysis is based on the estimated enemy threat and
the vulnerability of the signal installation. The objective of the analysis
is to determine the requirements for alternate routing means.
c. Routing Plan. Develop a routing plan after the tandem switching and
path access requirements are established. In a new network (based on
estimated or anticipated traffic data), the primary routes are usually
selected on a least-cost or minimum circuit-miles basis. The capabilities of
the switches for alternate routing and routing control (originating office or
spill forward), and call shuttle hazards must also be considered. In addition,
special routing requirements at communications interface points must be
accommodated by the routing plan. For example, the routing may permit
command system traffic to enter an area system but prohibit area system
traffic from entering the command system.
d. Network Adjustments. After the routing plan is devised, determine the
path size requirements and develop instructions for the routing program of
each switch. Next, determine the patching requirements and compare the
path size requirements with the available facilities as designated in the
network layout. Based on the comparison, make appropriate adjustments
in the facilities requirements and modify the network layout accordingly.
e. Traffic Analysis. After a network is installed and operational, the traffic
engineer continually analyzes its operation to determine problem areas and
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areas for improvement of the service. The analysis is based on input
information obtained from metering devices that measure the various kinds
of traffic in the network and permit a qualitative and quantitative view of
its operation. Most of the required information is provided in the Traffic
Status Report (app C). Metering at tactical automatic switches (TAS) is
described in an appendix of FM 24-26. The main objectives of traffic
analysis are to:
(1) Change network facilities and systems, if necessary, to
accommodate required traffic. This may lead to an expansion or
curtailment of certain facilities.
(2) Decide if and how the routing plan must be changed.
6-4. Traffic Engineering Responsibilities
Traffic engineering for multichannel communications supporting the
Army in the field is performed primarily at the theater army and corps
levels.
a. Traffic engineering is performed by the:
(1) TCC(A) CSPE for theater army command and area
communications systems.
(2) Corps signal brigade CSCE for command and area
communications systems in the combat zone down to the division level.
(3) Division signal battalion CSCE for the division communications
systems.
b. When tactical automatic switches are employed:
(1) The TCC(A) and signal brigade CSCE's coordinate the automatic
switch data base changes for the COMMZ and combat area.
(2) In the combat zone, the database changes for automatic stitches at
corps nodes and division main will be coordinated by the corps signal
brigade CSCE.
(3) The corps signal brigade CSCE must include the automatic
switches in the combat area in its traffic engineering. It will receive
traffic status reports for the switches from the corps and the division
signal battalion.
6-5. Telephone Traffic Engineering
a. Manual and Dial Central Offices. The important aspects of traffic
engineering for manual and dial central offices are trunk group planning
(fig 6-2) and determining operator position requirements. The procedures
for obtaining and using traffic data for engineering networks with manual
switching controls are covered in TM 11-486-2. Although TM 11-486-2
establishes traffic engineering standards for fixed communications
networks, the standards may also be used as guides for tactical systems.
b. Tactical Automatic Switches (TAS). During the transition from manual
to fully automated telephone networks, the problems of integrating the
systems involved (interface requirements, PR-SL assignments, routing
controls, etc.) generate a need for flexible management procedures. For
example, the TAS is an important factor in systems control because of its
ability to provide preferential services and implement restrictive measures.
Also, metered traffic data should flow directly from the TAS’s to controlling
CNCE(M)’s with information printouts going to appropriate CSCE’s. The
point is that managers must be thoroughly familiar with the operation and
management of both manual and automated systems.
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6-6. Teletypewriter/Data Traffic Engineering
a. Teletypewriter Traffic. The teletypewriter trunking plan must be
designed to accommodate the required speed of service and traffic volume.
At the same time, the number of message switching processes between
teletypewtiter facilities should be kept to a minimum. Since routine and
deferred teletypewriter traffic can be delayed, the load curve (amount of
traffic, by precedence, transmitted throughout the day) and the time
required to clear the traffic (speed of service) must, be carefully considered in
planning. The traffic engineer should plan to use the periods of minimum
traffic to accommodate the low precedence traffic that is normally delayed
during busy hours. This procedure permits channels to be selected on an
average-hour basis rather than a peak period or busy hour basis.
Procedures for deveoping the teletypewriter trunking plan (fig 6-3) are
covered in TM 11-486-2.
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b. Data Traffic. Planning for data trunks is similar to planning for
teletypewriter trunks. Data trunks, however, are more critical in that they
require wider bandwidth and higher quality circuits.
6-7. The Circuit Routing List/Bulletin
A circuit routing list (table 6-2) provides detailed information required
for interconnecting system components. It also provides the patching
arrangements required for telephone, teletypewriter, and data circuits in a
multichannel communications network. A circuit routing bulletin provides
change information to an existing circuit routing list. Changes may also be
published as replacement pages to the circuit routing list using the format
shown in table 6-2 and appendix C.
a. Preparation. The C-E staff prepares circuit routing lists and bulletins
issued by divisions and higher echelons. The C-E officer at each echelon is
the responsible individual. Above division level, the C-E section is assisted
by systems engineering personnel of the senior signal unit supporting the
echelon.
b. Input Information. Preparing a circuit routing list or bulletin requires a
detailed knowledge of the status of all resources, as well as the decisions
made in preparing the network layout and in traffic engineering. This
information is maintained in the CSCE supporting the major command
and is updated continuously as activation/deactivation reports are
received from the CNCE(M)’s.
c. Distribution. The circuit routing list is distributed as a part of a technical
directive to subordinate CSCE’s and CNCE(M)'s for implementation. The
technical directive is a basis for orders to operating teams for equipment
installation, wire and cable installation, and patching at the appropriate
CNCE(T)’s.
d. Changes. Changes to the circuit routing list may be directed by a CSCE
or they may be the result of circuit actions at a node which has delegated
authority to initiate changes. When circuit changes are implemented at a
node, they are reported in telecommunications service orders and trouble
reports. Changes to circuit routing lists are posted at each CSCE and
CNCE(M) immediately after the changes are implemented.
6-8. Traffic Diagrams
A traffic diagram is a schematic representation of traffic routing
information. The purpose of a traffic diagram is to provide a simplified
reference for determining trunk routing within the communications
network. Separate diagrams are used for telephone (fig 6-4) and
teletypewriter/data (fig 6-5) networks. Traffic diagrams are typical of
circuits installed but do not prescribe the exact circuits installed in every
system. The diagrams should show the traffic flow among all elements of
the major command and the principal routes to other networks and
installations.
a. Preparation. Each major command CSCE is responsible for preparing
traffic diagrams of its communications networks. The corps CSCE prepares
consolidated traffic diagrams for the combat zone. The chief operator at
each switch should prepare simplified diagrams required by the operators
and attendants from the diagram and information provided by the CSCE.
b. Input Information. The network layout is the principal source of
information for developing traffic diagrams. In an operational network,
information for improvement and required changes (reflected in traffic
diagrams) is derived from telecommunications service orders, trouble, and
traffic status reports.
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c. Distribution. Traffic diagrams are published in C-E operations orders,
the C-E annex of the command operation order, or in a technical directive
issued by a CSCE. Simplified traffic diagrams are often published in
telephone directories to assist subscribers in selecting call routes.
d. Changes. Changes to traffic diagrams are required when units and
nodes displace, when systems interface and routing changes, and when
traffic congestion occurs. The changes may be published as replacement
pages or in a communications system document change
order.
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Note: Updating changes to traffic diagrams becomes essential as more
semiautomatic switches are introduced into the division area. Automatic
switches such as the SB-3614/TT (AN/TTC-41) require SL identifications
when they are used in the division level system. Thus, SL’s must be included
on the traffic diagram to identify the switches. Fully manual switchboards
do not require and are not assigned SL numbers unless they directly
interface with a TAS (AN/TTC-38). Routing and PR-SL assignment in a
TAS system are covered in FM 24-26.

6-9. Traffic Route Bulletin
A traffic route bulletin (table 6-3) is an extract from circuit and traffic
diagrams. It provides information on primary and alternate
communications routes.
a. In manual systems, the traffic route bulletin presents a tabular list of the
major unit headquarters and their subordinate commands served by other
nodes of the communications network. The bulletin lists each unit, its
communications designator or code name, and the primary and one or more
alternate route(s) (designated by identifying intermediate nodes).
b. In TAS networks, the traffic route bulletin may be used to designate
primary and alternate routes for the routing tables at each switch.
6-10. Line Route Map
A line route map is used to specify and record the wire and cable routes
in a communications system. In also pinpoints the locations of the facilities
associated with the lines. The line route map is keyed to a topographic
map(s) or map substitute and is usually prepared as an overlay (fig 6-6).
a. Preparation. The C-E section of each major command prepares a line
route map based upon the command’s wire and cable requirements.
b. Input Information. When a signal construction unit installs a wire or
cable system, it records any deviations from the specified wire or cable
routing on the line route map. This information, with reasons for any
deviations, is collected by the wire chief at the node responsible for the
installation. The wire chief reports the changes to the CNCE(M) which, in
turn, reports them in a communications document change order to the
controlling CSCE. The CSCE data base is then updated to reflect the actual
routing. The CSCE data base should include—
(1) Map coordinates of termination points.
(2) Locations of test points, repeaters, and other installed facilities.
(3) Locations of link/circuit/channel identifications.
(4) Points of interface with other systems.
(5) Cable type, size, and special characteristics.
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c. Distribution. Line route maps are issued by the major command as a part
of a plan, operation order, or as a part of a telecommunications service
order. They are distributed to the supporting wire and cable construction
units for implementation. CNCE(M)’s and controlling CSCE’s should also
receive and maintain copies of line route maps for all installed wire and
cable systems within their areas of responsibility.
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6-11. Multichannel Systems and Radio Net Diagrams
The multichannel systems and radio net diagrams contain the basic
information necessary for the proper organization and operation of
multichannel systems links and radio nets. The diagrams provide data
required for frequency utilization and reduction of interference. They way
also include information that specifies operating modes and conditions.
a. Multichannel Systems Diagram (fig 6-7). This diagram shows the
multichannel system that supports a major command. Separate diagrams
may be used for area and for command multichannel links.
(1) The diagrams include:
Locations and types of terminal radios, intermediate relays and
operating frequencies, cable systems.
Antenna orientations (magnetic azimuths).
Site elevations.
Communications node locations at which multichannel groups are
to be determined.
(2) Preparation. The C-E section of a major command and the senior
signal unit prepare multichannel systems diagrams during the
planning phase. The preparation procedure is shown in figure 6-8.
(3) Input Information. In preparing the multichannel systems
diagram, the C-E section obtains information from the CSCE database
concerning the network layout (equipment, operation, frequency,
antenna azimuth data, etc.). The CSCE data base should be the most
reliable source of information because it is continuously updated by
change information from the CNCE(M)’s.
(4) Distribution. Normally, multichannel systems diagrams are issued
as a part of the C-E annex to the command operations order.
(5) Changes. Changes to multichannel systems diagrams may be
issued as replacement pages to the C-E annex or as bulletins in the
communications system document change order format.
b. Radio Net Diagrams (fig 6-9). The types of radio nets for the army in the
field are dictated by the tactical requirements for each using organization.
Variations of the basic (standard) nets may be required because of unit
missions, tactical resources, and available resources.
(1) Preparation (fig 6-10). The C-E staff of each major command
prepares the radio net diagrams which are normally command oriented
and supplement the multichannel systems. The senior signal unit and
each organic subordinate unit prepare radio net diagrams which are
forwarded to the command C-E section.
(2) Input Information. The senior signal unit obtains information from
the CSCE data base on frequencies, call signs, and net composition.
Frequencies and call signs are also listed in the CEOI.
(3) Distribution. Radio net diagrams are normally issued as a part of
the C-E annex to the command operation order.
(4) Changes. Changes to radio net diagrams may be issued as
replacement pages to the C-E annex or as bulletins in the
communications system document change order format.
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6-12. System Performance Analysis
System performance analysis (fig 6-11) is the process of collecting
performance data, identifying effectiveness indicators, and evaluating the
indicators to determine communications system effectiveness in meeting
required standards. The primary objective of the analysis is to determine
what actions, if any, can be taken to improve system performance.
a. Collection of Performance Data. Data is collected continuously at
CSCE’s based on operational reports and records; this permits frequent
system performance analysis.
b. Performance Indicators. Indicators may be extracted directly from the
raw data collected or they may be obtained after data reduction or
manipulation. The performance indicators may vary with commands and
networks, depending upon mission requirements, established standards,
command interests, etc. Examples of performance indicators are:

Grade of service.
Speed of service–by precedence.
In-station handling times–by precedence.
Station/area outages.
Circuit outages.
Spare resources employment.
Control measures–by type.
Security violations.
c. Analysis and Comparison. Performance indicators must be analyzed,
along with the plans and directives that affect performance and operating
capabilities, and then compared with established standards to develop the
measures of system effectiveness. The standards for comparison will vary
with networks and commands, depending upon available equipment,
personnel, and the personnel training status. When applicable to the
tactical networks, appropriate DOD and DCS performance standards
pertaining to systems interface will apply.
d. Measures of System Effectiveness. The measures of system effectiveness
may be in either quantitative or qualitative terms. They are used as a basis
for determining corrective actions, as factors in estimates and plans for
future operations, and as input data for submission to the Department of the
Army.
e. Responsibilities. Each major command is responsible for analyzing the
communications system performance for its area of communications
responsibility y through its CSPE\CSCE. Within a theater of operations,
system performance analysis should be performed as frequently as
necessary to insure compliance with prescribed system standards and
performance criteria.
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(1) The commander of the senior signal organization supporting a
major command is responsible for periodically conducting an analysis
that is responsive to prescribed mission objectives and operational
standards prescribed by the command C-E staff. The C-E staff will
review the measures of effectiveness that are developed by the signal
commander for objectivity and mission accomplishment.
(2) The corps C-E section will consolidate the division and corps
analyses. The theater army and corps analyses will form the basis of
the system performance information provided to the Department of the
Army tailored to fit CONUS needs.
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6-13. Electronic Counter-Countermeasures (ECCM)
ECCM is the function of insuring that all measures are taken to counter
surveillance and maintain continuity of communications services in the
presence of enemy electronic countermeasures (ECM). The primary
objectives of C-EMS operations related to ECCM are the reporting of
suspected ECM activities (i. e., deception and jamming) as expeditiously as
possible and the prompt restoral of degraded communications.
a. ECCM Procedures. The following methods are used to accomplish ECCM
functions:
(1) Engineering the network layouts to minimize both the surveillance
of the system and the traffic that passes over the networks.
(2) Implementing operating techniques to improve overall network
performance in the presence of enemy jamming. Such techniques
include changes in antenna orientation, application of special
modulation schemes and information transfer rates, changes of RF
emission power, applications of special circuits, and switching to
alternate frequencies.
(3) Modifying the network layout to reduce interference resulting from
enemy jamming.
(4) Operation of special communications stations and nets and/or
passing of dummy traffic to deceive enemy surveillance efforts.
b. ECCM Responsibilities. Overall coordination of the ECCM function for
the Army in the field is the responsibility of the theater army C-E section.
The corps C-E section is delegated the authority by the theater army, to
consolidate ECCM information within the combat zone. The consolidated
information is then forwarded to theater army headquarters.
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Chapter 7
7-1. Introduction
The C-EMS control functions provide
direction for the use and operation of
communications facilities, and directly
affect the total C-E system. The CSCE and
CNCE control functions discussed here
complement those of the CSPE and provide
direction for the CESE.
7-2. Communications System Control Element (CSCE)
At the higher echelons of command, the communications system
control element (replaces SYSCON) is the information and direction center
for all subordinate C-E systems. The CSCE maintains the data base for
information needed to upgrade, modify, and manage the C-E systems. This
data base may be in the form of manual reports or computer stored data. The
CSCE functions are oriented toward near real-time management and
control and are designed to assure the best performance of the C-E system.
The CSCE prepares orders to implement CSPE planning and engineering,
performs short-term traffic engineering, makes adjustments in system
configuration, and resolves day-to-day troubles and system problems. The
functions of the CSCE include the following.
a. Implementation and installation. Prepares installation orders to
subordinate elements (CNCE) which will implement CSPE
planning/engineering actions for:
Installation, restoration actions, and priorities.
General site locations.
Radio antenna orientation.
Quantity and distribution of essential access and trunking circuits.
Modifications to communications links.
Interface facilities.
Switching, store and forward, and trunking equipment.
b. Monitoring. Maintains, analyzes, and displays system status
information, including:
Traffic data.
System and equipment performance data.
Equipment restoral status.
Grade of service.
Outages and backlog situations.
c. Traffic control management. Assures effective customer service through
control measures such as:
Routing changes.
Trunk barrings.
Line load controls (minimize).
Trunk and link directions.
Control of queues.
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d. Transmission system routing control. Insures best use of resources
through:
Reallocation of satellite and airborne radio relay channels.
Allocation of dedicated circuits.
Internodal routings.
Determination of number and distribution of trunking circuits.
Restoration priorities.
e. Reporting. Assembles staff guidance for the commander.
(1) This function, fundamental to efficient C-EMS operations, stems
from the requirement to obtain timely and accurate information from
the nodes within the network. The data should be provided by means of
periodic standardized reports that can be prepared with the minimum
expenditure of manpower resources. The information in the reports will
be used as the basis for performing other C-EMS functions, as well as
for providing inputs to data bases maintained by various elements in
the C-EMS management structure.
(2) The CNCE(M) is responsible for direction and control of reporting
at a communications node and should specify in an SOP the format and
procedures to be used. The CNCE(M) should originate all reports from
the node. Within the node, verbal reporting should be the principal
means for transferring C-EMS information (written reports being
used only when essential for record purposes). For reports outside the
node, teletypewriter facilities are normally used, supplemented as
necessary by verbal information. The CNCE(M) selects the method
and channels used for the transmission of reports. Also, the CNCE(M)
determines the necessity for information copies of reports to higher
headquarters not in the direct channel for report transmission.
(3) The CNCE(M) collects incoming status reports on installation,
equipment, personnel, traffic volume, system and circuit quality, and
other related data. It also prepares outgoing status reports on system
and circuit quality, fault-correction actions, equipment status, and
system and circuit installation or deactivation. In addition, it prepares
reports on internodal routing, rerouting, and restorals; and updates
information for the CSPE and other reports as required.
f. Records keeping. Initiates, maintains, and retains the information
which comprises the C-E data base.
g. Management of COMSEC resources, including keying material. This
function is programed for the CY 1980 time frame.
h. Directory control. This function includes the updating and publication
of directories, routing guides, etc.
7-3. Communications Nodal Control Element (CNCE)
The control element at its lowest functional level, usually company, is
divided into two operational sections: the communications nodal control
element (management) (CNCE(M)) and the communications nodal control
element (technical) (CNCE(T)).
a. The CNCE(M) is the direct arm of the commander and replaces the
facilities control function. The CNCE(M) is primarily responsible for
records and reports, accounting, coordination of communications
requirements, and management of the communications equipment support
elements (CESE).
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b. The CNCE(T) has direct control over circuitry and replaces the technical
control function. It has all the required resources to perform technical
supervision of communications media and equipment, to restore lost or
degraded services, to accomplish continual quality assurance of installed
circuitry, and to initiate new services on receipt of proper orders (TSO). It
also provides technical information to the CNCE(M) for records and reports
concerning the installed circuits and systems.
c. For maximum efficiency, the CNCE(M) and CNCE(T) are co-located.
When these elements are not co-located, the problems encountered in
coordination, transfer of information, and response materially degrade the
overall C-E system.
d. The CNCE functions include:
(1) Management and technical direction. Exercises management and
technical direction over subordinate activities and CNCE’s.
(2) Implementation and execution. Responds to directives from the
controlling CSCE.
(3) Line circuit conditioning and interfacing with C-E systems.
Provides equipment necessary to condition analog and digital
circuits for best performance.
Provides interface for direct current (dc) circuits, voice frequency
(vf) circuits, dc-to-vf conversion, and analog-to-digital conversion,
etc.
(4) Activation and deactivation of circuitry.
Complies with CSCE orders.
Directs subordinate activities and subscribers to execute orders.
Coordinates with other CNCE’s.
Monitors circuit activation and deactivation.
(5) Technical coordination to accomplish quality assurance programs.
Modifies or corrects circuit configuration and coordinates changes
with CSCE.
Tests installations of subordinate CESE’s for adherence to
established standards.
(6) Maintenance of systems standards.
Conducts in-service and out-of-service quality control through
performance monitoring and testing.
Conducts fault isolation on intranodal, internodal, and extension
facilities (DCS, allied, commercial transmission systems).
Refers fault isolation findings and corrective actions to appropriate
subordinate activities.
(7) Rerouting and restoration of circuits, groups, and systems; updates
nodal records to reflect all changes.
(8) Reports and reporting.
Receives reports and takes the necessary action in the areas of
activation and deactivation (TSO), resource commitments, trouble
conditions, performance data, test results, and facility status.
Sends reports to controlling CSCE and to appropriate subordinate
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CESE’s concerning activations and deactivations, trouble status,
coordination with other CNCE’s(T), equipment status,
performance data, testing data, and system status.
(9) Records keeping. Records are maintained for the current
deployment as opposed to the comprehensive data base maintained by
the CSCE. The records include:
Circuit records with orders and technical directives regarding
circuit connectivity (TSO), electrical and physical connections at
the CNCE nodal facilities for which it is technically responsible,
and the availability of circuits and equipment at the node are
necessary for real-time operation.
System and circuit status records of all systems and circuits
terminating at the node.
Nodal data base update (directories, etc.).
e. The CNCE(M) implements restrictive measures when traffic overloads
the system. This involves the restriction of communications service to
subscribers on a selective or priority basis to reduce originating traffic for
certain areas. The C-E staff of each major command prepares, for the
commander’s approval, the broad policies for accomplishing the following:
(1) Trunk barring. This measure denies subscriber access to specified
trunk groups. The operator at the affected node will no longer service
outgoing calls on the designated trunks (manual system).
(2) Minimize. This administrative measure is employed to restrict
selected users from the telecommunications system. A directive from
the senior commander states the restrictive conditions and subscribers
authorized to initiate trunk calls during periods of MINIMIZE.
(3) Line load control. This is a feature of automatic switches which,
when activated, permits subscribers to make local calls only. Outgoing
trunk calls are prohibited; incoming trunk calls are allowed.
f. At some staff and unit levels, implementing restrictive measures requires
a planning and engineering effort. At most operating unit levels, the
function is primarily a control measure that is applied at the switching
central or at the telecommunications center where message traffic
is originated. Each controlling CSCE should be delegated the responsibility
of trunk barring and line load control within its area of responsibility
consistent with established policies and procedures.
g. With tactical automatic telephone switches, certain features permit data
base changes that provide a means of selectively limiting communications
capabilities. Some of the restrictive measures available with the automatic
telephone switches are line load control, changing class of service marks,
and cancellation of alternate routing. Also, the switches contain a rerouting
matrix that will permit rerouting of traffic in the event a distant node
sustains degradation or traffic overload problems. In some switches, this is
accomplished by automatic alternate routing; in others, it must be done by
manually changing the routing in the data base.
h. The CNCE(M) establishes authentication procedures to protect
information. These procedures will be necessary until total
communications security is achieved. Until then, a need exists to enforce
authentication procedures used for transmissions on unsecured channels.
These procedures are designed to minimize enemy deception. The
procedures establish who authenticates; when to authenticate; and how to
authenticate. Authentication policy is developed by the Department of the
Army. Army publications, AR 380-52 and DA Pam 380-150, interpret the
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instructions and provide procedures for use throughout the Army.
Authentication tables are generated only by the National Security Agency
(NSA) and are available through COMSEC logistics channels. AR 710-2
addresses COMSEC logistics and describes procedures for request and
delivery of authentication tables to major commands.
i. Both the CNCE(M) and CNCE(T) participate in restoring circuitry that
has become substandard. This function assures the return of
communications service to acceptable standards after communications
failure or degradation. Participants in restoration actions are at all levels of
authority and responsibility, depending on the extent of the damage and
the decision level required to accomplish the recovery. Although one unit
may be specifically charged with establishing and maintaining signal
communications with another, both units are responsible for taking
immediate action to restore disrupted communications. Restoration of
service is the responsibility of the lowest level CSCE in the C-EMS
organization that has control of all nodes affected by the trouble.
(1) Restoration starts when a trouble report is received from a node
facility, remote CNCE(T), or CSCE. The CNCE(M) initiates the
required actions and coordinates with, adjacent or remote nodes. Each
CNCE(M) has the responsibility for restoration actions affecting its
nodes, consistent with system priorities and requirements. For rapid
restoration of service, the CSCE provides traffic engineering support as
required to the CNCE’s(M).
(2) The TAS system is preengineered to restore or reroute service
through the use of information stored in a data base. For example, in
the AN/TTC-38 automatic telephone central office, prepunched
routing tapes may be used to change the routing around a damaged
node. Future devices will use memory storage to accomplish the same
action.
(3) Facility damage requires the submission of a trouble report to the
CSCE by the CNCE(M). Damage may be total, such as the complete
destruction of a multichannel relay or multiplex terminal; or damage
may be partial, such as the loss of a major component of a terminal
(power unit, spare transmitter, distribution cable), or antenna damage
that produces a link degradation.
(4) When a facility is partially damaged, available spare components
are placed in use, pending repair or replacement of the damaged items.
This is accomplished at the direction of the CNCE(M). However, if
damage is total, a reserve facility must be activated (as approved by the
CSCE). Simultaneously, backup service will be initiated. Additional
messenger service will be provided and, if needed, RATT which is
normally used for control purposes will pass traffic to adjacent nodes. If
jamming or interference is involved, total loss of the link might well
necessitate a frequency change, as directed by the CSCE or as
authorized in the CEOI.
j. Jamming or interference could produce complete loss of link
transmission or degradation. The remedies for those problems are
essentially the same as those for reported damage and could be included in
contingency plans. For example, telephone, teletypewriter, or data traffic
would be promptly rerouted. This could involve circuit patching by the
CNCE(T) to bypass the affected node or to provide alternate routes and the
transmission of teletypewriter traffic by way of alternate tape relays to and
from the affected node. In the case of enemy jamming, antijamming
techniques are attempted first. If available, a reserve facility might be
placed into operation on a new frequency while continuing operation on the
jammed frequency.
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k. The CNCE(T) physically performs all patching in the control facility at
the node. Patching is the installation of permanent or semipermanent
connections in order to route circuits between node facilities and access
points in a communications system or to redistribute them within a node.
Patching may be performed to activate or deactivate service, to implement a
restoration plan, or to modify the configuration of a communications
system in accordance with changes in traffic loading. Patching can also
route a multichannel group directly through a node as part of a traffic
engineering plan to bypass a damaged portion of the system. Patching is
performed by a CNCE(T). There must be close coordination throughout the
implementation process. When a system is engineered, it should be
designed so that most circuits are “normal-through” where possible.
Patching is performed by a CNCE(T).
(1) When patches are made on a system involving two or more nodes,
the requirements are determined by the CSCE performing traffic
engineering of the system. The controlling CSCE must initiate the
necessary plan and coordinate its implementation through CNCE's(M)
at the nodes. Coordination of system patching will be done as necessary
between CNCE’s(T) at terminal and relay points. Senior signal unit
CSCE’s are responsible for maintaining a record of all internodal
circuit and group patching that they have ordered at nodes within their
area of responsibility using the communications control journal (DD
Form 1753) and TSO’s.
(2) The CSCE’s should delegate to nodal commanders the authority to
change circuit patches on extension systems installed and operated by
the nodal commanders. In addition, CNCE(T) may make circuit
changes within a node when they do not affect system capabilities. The
CNCE(T) will maintain, on a current basis, a system and circuit record
of all patching accomplished at the node.
l. The CNCE(T) tests all circuits and systems according to a schedule
dictated by the CNCE(M). Testing is performed on circuits to insure that
they meet performance standards prior to implementation of service.
Testing is also performed to identify the source of a disruption of service
(fault location), to ascertain the extent of damage or degradation, and to
verify that required standards of service are being provided after
restoration.
(1) The testing process can be initiated as the result of monitoring, the
receipt of a trouble report, or by direction of the CNCE(M), based upon a
request that originated from outside the node. Facility operating
personnel (CESE) will perform testing by using either the auxiliary test
equipment or the testing capabilities designed into the system. In some
cases, test equipment located in facilities other than the CNCE(T) may
be used. Authorization for the use of those facilities is arranged through
the CNCE(M).
(2) The testing of circuits is performed according to established
procedures. Some circuits may be tested while they are in use. All users
of these circuits MUST BE NOTIFIED PRIOR TO TESTING. Others
must be tested when not in use to prevent the false triggering of alarm
circuits within the equipment. In all testing of circuits involving the
TAS, the circuit controller in the CNCE(T) must coordinate with the
TAS personnel prior to testing. Failed circuits are retested as soon as
possible. Restoration is based upon the priority rating of that circuit.
of that circuit.
(3) All test operations related to internodal circuits are monitored and
coordinated by the circuit controller at the CNCE(T). The installation
and maintenance personnel assigned to a node should be directly
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responsible for the testing and maintenance of the intranodal
communications system.
(4) The CNCE(T) should record the results of testing received from
operating facilities (CESE) or other CNCE’s(T) on a system and circuit
status record.
(5) The CNCE(T) will report the test results to the CNCE(M), which in
turn may report to the CSCE. For significant outages, reports may be
rendered up through the entire communications chain. For lesser
troubles, such as a single (nondedicated) channel or a local telephone
problem, reports are generally limited within the node. However, the
CNCE(T) of the node should be informed promptly of any testing within
the node that is related to actual outages or trends toward interruption
of service.
m. The CNCE(T) monitors circuits on a continual basis. This function is for
the purpose of observing the performance of communications facilities in
order to detect indicators of inadequate performance or to detect trends
leading to degradation in performance. Monitoring, an inherent element of
facility operation, can be accomplished as prescribed by SOP, as directed, or
during performance of preventive maintenance. The function involves
observation by operating personnel or by automatic metering, alarms, or
monitoring devices built into facility equipment and auxiliary devices.
(1) All operating facilities of a node are monitored, including
multichannel transmission terminals and relays, multichannel radio
and cable extension links, multiplex equipment, automatic telephone
switches, and the teletypewriter/data facilities of the terminal and the
tape relay sections. When monitoring of TAS circuits could result in
triggering of alarm circuits, TAS personnel must be notified.
(2) The CNCE(M) has overall responsibility for the proper
accomplishment of monitoring at a node and should provide
appropriate SOP guidance for the operating facilities.
(3) The CNCE(T) is responsible to the CNCE(M) for monitoring the
performance of all internodal circuits. The CNCE(T) maintains a
system and circuit status record. This record shows the status of
systems and circuits terminating at the node. The CNCE(T) will rely
mainly on operating facility personnel (CESE) to report any noted link
or equipment outages or degradation. Monitoring results are reported
by operating personnel to the CNCE(T) as required by local procedures
or as directed by the CNCE(M). The CNCE(T) reports to the CNCE(M)
which, in turn, may relay the information in the appropriate format to a
CSCE. However, all monitoring results should not necessarily be
reported outside the node. The CNCE(M) makes the decision as to when
monitoring results will be reported to the controlling CSCE.
7-4. C-E System Deactivation
a. The following establishes guidelines for commanders when closing
down a system. The primary objective is to insure that everyone involved is
properly notified of closure time, procedures, actions, and directions to
follow before, during, and after the closure. There are two methods of
notification: normal chain of command channels and technical control
channels.
b. Overall responsibility for closure rests upon the commander of the
system. He delegates this responsibility downward, through both the chain
of command and the technical control channels (C-EMS), to rest finally
with the CSCE and CNCE’s directly involved in the deactivation of the
system.
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c. The closing of a C-E system, or any portion of it, is a control procedure
and requires close coordination between all elements of that system. Past
experience shows that the process of closing a C-E system can vary from a
smooth operation to a gigantic “snafu.” The experience level of the
personnel controlling and operating the systems is a critical element; and
because experience varies from person to person, a precise method of control
is required.
d. Closure orders which include the activities involved, closure times, and
actions to be followed after the closure are sent to the CSCE and CNCE’s.
Both command and technical control channels are used to insure that
everyone involved “gets the message.”
SECURITY NOTE: All orders or instructions relative to closing
down the C-E system must be authenticated according to instructions
provided by the CEOI. This requirement applies regardless of how the
instructions or orders are issued.
e. The CSCE, acting through the controlling CNCE, directs and supervises
the closing of the system. The CNCE, in turn, notifies all subscribers of the
closure time. Normal chains of command, engineering orderwire, and other
engineering channels are used to notify all systems, relays, and
subscribers, including users of “strap-through” and “dedicated” (sole-user)
circuits.
f. When closure time occurs, the CSCE/CNCE’s direct subordinate units to
terminate subscriber service. The CNCE verifies termination of all
subscriber service and notifies the CSCE. The activation/deactivation
reports may be used to conclude this action; if the situation permits or
warrants it, however, verbal notification will suffice.
g. After the CSCE receives verification of subscriber termination, the
CSCE notifies the controlling CNCE to begin closing down the trunking
system. The CNCE then directs operating personnel of the terminal
equipment (carrier, multiplex, or radio) to notify all relays and terminals in
the system to close down. Each one closes, in turn, beginning with the most
distant point, thus assuring that all units in the system are notified of the
action to close and, in fact, do close.
h. After receiving verification that the entire system has closed, the CNCE
files an activation/deactivation report with the CSCE and then closes
down. The CSCE, at this point, records the time of closure and reports to
higher headquarters that the system is closed, and any communication
required is over single channel radio nets.

7-8

Appendix A

Department of Defense (DOD) Regulation
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(O) 310-9
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Appendix B

B-1. Tactical Telephone Numbering Plan (TTNP)
The introduction of automatic switching into the tactical
communications-electronics system requires a new approach to the
telephone numbering scheme. The plan presented in this appendix has been
modified based on user comments and experience gained through the use of
automatic switches AN/TTC-25 and AN/TTC-38.
a. This plan was developed following the guidelines provided in MIL-STD188C, 24 November 1964, and is a primary zone (PR) switch locator (SL)
oriented system. It has widespread impact on areas other than automatic
switching, because of the limited number of automatic switches in the
current inventory and the number of manual switches with which it must
permit interface in the automatic voice network (AUTOVON), as well as CE systems engineering considerations.
b. The plan, as presented, provides the basis for future numbering plans
which must be devised to function within the scope of equipment under
development; e.g., AN/TTC-39, SB-3614/TT, and unit level switches (ULS).
These are expected to be fielded in the 1980’s. Furthermore, the system
evolving (from practical experience) must take into consideration the
requirements of INTACS, EAD, and the TRI-TAC systems of the future.
Factors to be considered include: proposals by allied/NATO forces for a 13digit system, the capability of the AN/TTC-39 to provide 10 digits from
AN/TTC-39 to AN/TTC-39; the existing 13-digit Allied/NATO elements
system; and seven digits down to the level of the AN/TTC-38’s, SB3614/TT's, and ULS’s. Finally, under TRI-TAC, the entire theater of
operation must eventually use a system that is common to Army, Navy, Air
Force, Marines, and DCS.
c. The tactical telephone numbering plan (TTNP) provides for the
assignment of PR’s by geographic location, thereby allowing each PR to
serve a maximum of 100 (00-99) switch locations (SL’s). Geographic areas
requiring more SL’s than are provided may be assigned additional PR’s, as
required. PR assignment is the responsibility of the theater
communications system planning element (CSPE). Restriction of PR
assignment is limited to a single PR. 99; it is used only for providing
subscriber access to the fixed directory system inherent in the TTNP.
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d. Management and planning requirements are simple. Any PR (70-98)
may be assigned to any selected geographic location. Grid assignment is
probably the best method of assignment. Under this method, SL’s become
the primary identification for command posts, area signal centers,
peripheral organizations, miscellaneous facilities, installations, combat
units, and combat support and combat service support units (brigade level
and higher).
e. The basic TTNP is covered in FM 24-26, Tactical Automatic Switching,
which allows for 29 PR numbers (70-99), SL numbers are 00 through 99. The
PR is synonymous with the “area code” numbers of the commercial
telephone systems, and SL is synonymous with the exchange portions of
the numbers.

So, while commercial systems use 10 digits for long distance call
identification, the tactical numbering plan uses only seven. However, this
may not always be true. Future systems, as they are expanded, may require
that primary zones use a three-digit code similar to commercial area codes.
f. In commercial systems, a subscriber is normally identified by the
exchange number plus the terminal number (a total of seven digits). In the
tactical system, a subscriber is normally identified by the entire PR-SL
XXX number (also seven digits).
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B-2. System Designation and Circuit Identification
Both system designation and circuit identification numbering schemes
will eventually be standardized worldwide. The plan presented here,
however, is intended to allow the flexibility for future systems that may
require either an expanded tactical telephone numbering plan or
system/circuit identification system.
This system designation and circuit identification plan allows the
theater planning element to assign site (node) numbers to each unit with the
theater. Future application of system and circuit identification may require
that the origin and destination be indicated using the PR-SL. This is
currently being considered as part of the data base requirements for the
tactical communications control facilities (TCCF). Space availability in the
TCCF computer is presently established for 7, 9, and 11 character bits to be
used for circuit and system identification numbers.
As development of future equipment is completed, development of a
compatible and complementary numbering system to match that
equipment must also be accomplished. The current plan allows for that
expansion. Further, the plan uses the DOD method of priority designation
in both systems and circuits and it is used on the circuit routing list (CRL).
B-3. System Designators
The system designator consists of seven characters. This number
identifies the origin and destination of the system and the type of system.
a. The originating terminal is the control terminal for installation and
restoral purposes.

b. Each signal site (node) has a designator consisting of either two or three
characters. These site designators are assigned in accordance with
guidance established by the theater army C-E staff. (For the purposes of
discussing the numbering plan in this appendix, USAREUR site
designators are used as examples.) The theater CSPE (or responsible
planning element) must assign identifying digits to all units and
promulgate this as a part of the C-E SOP. At division level and higher, each
major command is assigned a unique letter designator as the first character
of its site designator. This provides the advantage of identifying any
terminal site having a first letter designator of “R”, for example, as a 3d
Infantry Division unit. The second digit then identifies the specific site.
B-3

(1) First characters of two-digit site designators:
A:
B:
C:
D:
E:
J:
P:
R:
S:
U:
V:

7th Signal Brigade
11th Armored Cavalry Regiment
32d Army Air Defense Command
1st Infantry Division
1st Armored Division
VII Corps
8th Infantry Division
3d Infantry Division
3d Armored Division
USAREUR/7th Army
V Corps

(2) Second characters of two-digit site designators:
1:
2:
3:
4:
5:
6:
7:
8:
9:
0:
A-F:
Y, Z:
G:
J, K, L:
M:
N:
P:
R:
S:

Signal Main
Signal Alternate
Artillery Battalion
Artillery Group
Armored Cavalry Regiment
Support Command
Engineer Brigade
Aviation Battalion
Spare
Base
Main/TOC Locations
Tac/Alt/Fwd CP Locations
ADA Group
Demods
1st Brigade
2d Brigade
3d Brigade
4th Brigade/Separate Brigade
5th Brigade/Separate Brigade

c. Site designators of terminals within the COMMZ will consist of two
numerical characters, assigned as follows:
Army area signal centers
00-49:
USAREUR subordinate units within
50-69:
COMMZ
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70-79:
97:
80-96, 98-99:

Theater army signal battalions
CENTAG
Spares, assigned to corps/division
units

(1) Character 5 indicates system type:
C - Cable with PCM multiplex
H - HF multichannel
K - Satellite multichannel
M - Microwave radio with PCM multiplex
P - UHF radio with PCM multiplex
T - Troposcatter radio with PCM multiplex
U - Mixed system with PCM multiplex
V - UHF radio with FDM multiplex
NOTE: Future systems may require additional letter
designator(s) for new system types.
(2) Character 6 indicates identical systems between two system
terminals:
A-1
B-2
C-3
D-4
E-5
F-6
G-7
H-8
(3) Character 7 identifies the 12-channel group number (and shows the
number of channels):
A - 1st 12-channel group
B-2
C-3
D-4
E-5
F-6
G-7
H-8
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(4) System Number Example (using USAREUR units):

d. On CRL’s and other forms and reports where system identification is
required, the system designators for 12-channel groups will be used as
opposed to a designator for an entire system. If an entire system must be
identified or represented, the designator for the last 12-channel group on the
system will be used. For example, a 96-channel UHF radio-PCM system
between site 21 and site J1 would be 21J1PAH. Designators 21 and J1
identify the sites; P identifies UHF radio with PCM MUX; A indicates there
is only one system of this type between the two sites; and H means there are
eight 12-channel groups (or 96 channels). Each of the 12-channel groups
(the identification normally needed by operating personnel) would appear
on the CRL as separate designators 21JlPAA (lst 12-channel group),
21J1PAB (2d 12-channel group), 21J1PAC (3d 12-channel group).
21J1PAH (8th 12-channel group). A second 96-channel system would be
identified 21J1PBH.
e. Three-digit site designators, assigned to relays, are used to identify
relays that do not drop or insert channels, hence will never appear in a
system designator.
100-499:
Army Area
500-599:
V Corps
600-699:
Spares
700-799:
VII Corps
B-4. Circuit Designators
a. The circuit designator consists of seven characters. The designator
identifies the circuit type, the origin and destination of the circuit, and the
use of the circuit. The originating terminal is, arbitrarily, the control
terminal. Figure 1 provides information for assigning characters 1, 6, and 7.
Characters 2, 3, 4, and 5 are derived from the system designator digits lists.
b. The format for circuit designators lends itself to application in existing
nonautomated systems and can be expanded or modified for future TRITAC systems. As examples of this, characters are reserved for sole-user
circuits because, at the present time, sole-user circuits are a command
necessity. Sole-user circuits will not only be unnecessary in the TCCF plan
but would actually provide degraded service. Also, although no 32kbs
circuits are in use now, a 7th digit character is provided for 32kbs
identification, because future systems will use that rate. The alphanumeric
characters shown in figure 1 as “spares” may be used for designation of
characteristics not otherwise identified.
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c. The following examples illustrate the flexibility of this circuit
numbering plan.
EXAMPLE 1. A common-user (4W-4W) telephone trunk from 8th Inf
Main TTC-41 to TTC-38 at V Corps COSCOM (control terminal).

*61 indicates that this is the first circuit of this type between
these points.
EXAMPLE 2. A sole-user (2W-2W) telephone circuit from 1st Bde, 3d
Inf Div Cdr to G3, 3d Inf Div (control terminal).

EXAMPLE 3. A common-user teletypewriter circuit (FDX Crypto
4WVF 100 WPM) from TADS at the army area signal center
(designated 36) to the 32d AADC Main CP (control terminal)
telecommunications center.

B-8

EXAMPLE 4. A facsimile circuit from 3d Armored Division Aviation
Battalion to USAREUR/7th Army Main (control terminal).

Note: When the character indicating “other” is used, explanation can
be made on CRL. When the new family of digital facsimile equipment is
fielded, additional identifiers (characters) will be made (using spares) to
provide essential circuit information.
d. Using this format as shown in the examples, an operator or technical
controller can readily tell the difference between telephone service circuits
and digital service circuits by the first digit of the circuit number. All
telephone circuits have a numerical digit as the first character; all digital
service circuits (teletypewriter, data, etc.) have an alpha digit as the first
character.
e. When multiple, identical digital service exists between two points, the
spare digits available for the 6th digit can be used to identify the individual
circuits. For instance, four teletypewriter circuits installed between two
manual relays could be identified as GXXXX1C, GXXXXJC, GXXXXKC,
and GXXXXLC, noting that here the spare digits J, K, and L are used. When
spare digits are to be used, the theater CSPE should prescribe their use
based on the theater need for multiple circuits between points.
B-5. Priorities for System and Circuit Restoral
a. Each system and circuit in the C-E network is assigned an alphanumeric
priority indicator dictating its installation sequence and restoral priority.
This number, consisting of two characters, appears in the priority indicator
(PRI) column of the circuit routing list (CRL). System planners and
engineers are responsible for assigning circuit and system priorities and
should include the priority assignments in the CRL.
(1) System Priority–The priority of any system will be the same as the
highest priority circuit on that system (excepting control circuits). An
absolute chronological order for system restoration is unnecessary. The
CSPE must insure that backup circuits are not assigned to the same
system as primary circuits to provide uninterrupted communications.
(2) Circuit Priority–The priority of a circuit is established and
assigned by the planning/engineering element, based on guidelines
established in DOD Directive 4605.2 (Confidential).
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b. The designators have digit 1, 2, 3, 4, or 0 as the first character to indicate
priority. Subpriorities are assigned by using letters A through I as the
second character. These characters show restoration objectives as follows:
CATEGORY 1 (ALL) . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . Immediate
CATEGORY 2 (ALL) . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 10 minutes
CATEGORY 3A . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 20 minutes
CATEGORY 3B . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 1 hour
CATEGORY 3C . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 6 hours
CATEGORY 4A . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 24 hours
CATEGORY 4B . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 72 hours
CATEGORY OO . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . After all others
c. Designators authorized for use in tactical systems are:
1A 2C 3A 4A 00
1C 2D 3B 4B
1D 2F 3C
1E 2H
lF 21
lG
DOD Directive 4605.2 (Confidential) describes the use of the above codes.
The above listed designators are the only ones normally used in tactical
systems.
Notes: 1. The single most important circuit of any system is the
engineering/control circuit. It does not, however, establish the priority of
the system. The priority of the system is established by the CSPE as stated
above. Under this system, all engineering circuits carry a 1A priority.
2. Some categories may be assigned only by the theater army CSPE
and are used only when highest level requirements must be met. These are
described in DOD Directive 4605.2 (Confidential).
d. To derive the priority indicator, the planner/engineer must identify the
type of circuit, the using unit, and the subscriber. He then must make a
judgment as to the relative importance of the circuit in accordance with
DOD Directive 4605.2 (Confidential).
(1) Once a priority assignment is made, it then is the responsibility of
the tactical circuit controller to install and maintain those
systems/circuits in accordance with the priority and restoral codes.
However, it must be stressed again that the circuit controller must use
common sense and good judgment at all times. He must assess the
situation and, using technical knowledge and experience, restore
systems and circuits using all available resources. This means the
controller must be aware of available spare equipment, the locations
and commitments of maintenance teams, and the capabilities of the
various peripheral elements to respond to trouble conditions. Further,
based on this knowledge, the controller must correct or direct the
correction of faults that can be handled on an immediate remedialaction basis. The controller who knows system configurations will
realize that dispersal of maintenance teams to locations within the zone
of responsibility takes more time than replacement of printed circuit
boards or realignment of a system.
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(2) In addition, realizing that each case of trouble is different, the
controller should act accordingly to restore circuits of equal priority.
Nonetheless, he cannot ignore circuits of lesser priority while waiting
for high priority circuit or system repair. Only in remote cases will the
requirement for a management decision on restoral priorities surface;
but when it does, the management element of the CNCE will be
responsible for decisions as to which priority circuit/system is to be
restored first.
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Appendix C

C-1. Introduction
The special forms in this appendix are
designed to facilitate C-E management based
on the interrelationship between
headquarters, signal units, and control
centers throughout the Army in the field.
Effective C-E management requires
maintaining essential records at key
locations and a flow of reports and directives
between elements of the system.

Note: Forms that contain classified
information, such as the locations of
facilities or units, unit designations,
frequencies used, etc., must be classified
CONFIDENTIAL or higher. They must be
handled in accordance with security
regulations.

C-1

C-2. Communications System Information Summary
The communications system information summary specifies the
format and content for rendering periodic reports by the Army in the field
that may be used by Department of the Army for long range planning,
research and development, programing procurement schedules, and for
preparation and modification of doctrine. This summary is a permanent
record of C-EMS operations addressing system status and performance, use
of equipment and supplies, personnel and training, experience data, and
user requirements. It is prepared at theater army and the senior combat
zone command (corps). The information contained in the report is derived
from the system performance analysis and the equipment and personnel
records of the command and supporting senior signal unit. The
recommended format for the communications system information
summary in outline form is shown in figure C-1.

a. The first three paragraphs identify the command preparing the
summary, the date prepared, and the period covered by the summary.

.

b. Paragraph 4 addresses the TOE/TDA organizational structure of the
signal units in the command. New and excess organizational requirements
are projected and the organizations, TOE/TDA, and number affected are
identified together with the projected requirement data. For those units
projected to be excess, a proposed disposition of the resources will be stated.
This paragraph will also identify recommended changes and modifications
to existing TOE’s and TDA’s.

c. Paragraph 5 identifies projected new and excess personnel resource
requirements, recommends changes to TOE/TDA personnel
authorizations, and identifies special qualifications, skill levels, grade
requirements, and requirements for new military occupational specialties
(MOS).

d. Paragraph 6 identifies projected new and excess equipment resource
requirements by major critical end items. This paragraph also identifies
special requirements for nonstandard items, recommends changes to
TOE/TDA equipment authorizations, and lists the status of the
deployment and theater test and evaluation of new equipment introduced
into the theater command.
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e. Paragraph 7 evaluates the communications systems performance. The
traffic handling assessment addresses the command and area
communications systems separately. For both systems, the total number of
telephone calls by precedence are reported for the period together with the
percent change from the last period, the system grade of service, and the
average holding time. Problem areas are identified and analyzed with
respect to the system, switches, and trunks. A qualitative evaluation
statement is made concerning the acceptability of the grade of service and
means to improve the system performance. For both systems, the total
number of teletypewriter messages and the number of data cards by
precedence are reported for the period together with the percent change
from the last period and the speed of service based on elapsed time between
filing time (TOF) and transmission time (TOT). Problem areas are
identified and analyzed with respect to the terminal and relay facilities, and
a qualitative statement is made concerning the acceptability of the
communications service provided. Similar kinds of information will be
included for facsimile, closed circuit television, and messenger/courier
services. Subparagraph B identifies special system problems, such as
system security, radio frequency interference, system interface, and
allied/indigenous interface considerations. Subparagraph C may be used
to recommend doctrinal changes and to report changes to the command on
unit SOP based on an analysis and evaluation of operating problems
encountered. Subparagraph D addresses frequency resources, identifying
new frequency requirements, and frequencies found to be excess to
requirements. Use of automated frequency management procedures to
provide CEOI items will be reported in a narrative summary as well as
transmission anomalies peculiar to the area of operations and other
frequency problem areas.

f. Paragraph 8 will address logistic support of the communications
systems; in particular, critical supply and maintenance requirements,
special transportation and handling requirements, special CONUS and/or
offshore procurement requirements, as well as the recovery and
reclamation of C-E materiel.
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g. Paragraph 9 will depict the status of the command training structure
consolidated by level of command. Subparagraph A presents the command
schooling status in terms of the MOS and non-MOS training courses that
are conducted by the command. Subparagraph B projects the CONUS
student output to the command that is required to satisfy MOS
requirements, based on anticipated personnel rotation, losses, and
operational requirements projected by paragraph 5A. Subparagraph C
provides recommendations for changes in the POI for CONUS schools
based on operational experiences. The purpose of these recommended POI
changes are to provide the command with course graduates better qualified
to assume assigned organizational duties with a minimum of OJT or other
additional training. Subparagraph D provides recommendations for the
establishment of new courses (both MOS producing and non-MOS courses)
to develop skills which cannot be provided by modification of existing
school courses.
h. Paragraph 10 gives considerations that may influence budget and
program actions by Department of the Army. Subparagraph A discusses
new project requirements, such as new stations/facilities, new systems,
class IV signal projects, and associated construction. Subparagraph B
reports on the status of current projects, to include the funding of projects
being performed by both military and civilian contractor effort.
Subparagraph C identifies projects completed during the reporting period
and evaluates their impact on the communications systems. Subparagraph
D projects contractual support requirements for goods and services, and
reports and contractual obligations incurred and the funding status of
contractual support during the reporting period.
i. Paragraph 11 provides general information not covered by the other
paragraphs of the communications system information summary. This
information may identify test and evaluation programs in progress in the
command, report the status of these programs, and provide an evaluation of
the results as they impact the command mission. Additional information
can include such items as recommended doctrine and policy changes and
requirements for publications and manuals essential to the operation of the
communications systems.
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C-3. C-E Trouble Record (DA FORM 4617-R)
DA Form 4617-R, C-E Trouble Record, will be reproduced locally on
8“ x 10½” paper in accordance with Fig C-2 and C-3. The C-E trouble record
should be numbered to enable easy filing and referencing by operators and
supervisors. It is prepared by the equipment operator and submitted to the
CNCE. The trouble record is prepared as follows and should be kept on file in
accordance with unit SOP or AR 340-2.

a. Heading.
(1) DTG-Enter the date-time group showing time of record. Use Zulu
time unless otherwise directed.
(2) Record Number-Self-explanatory, chronologically for the current
radio day.

b. Blocks.
l-Self-explanatory.
2-Self-explanatory.
3-Restoration priority.
4-Reroute path (if applicable).
5-Identify location of trouble, time out, and estimated time of
restoration.
6-Show suspected or actual RFO. Use RFO codes listed on the reverse
side of the form (fig C-3).
7-Identify affected equipment and personnel. Use RSC codes (fig C-3).
8-Briefly explain corrective action and indicate any assistance
required.
9-Use to amplify any aspect of the trouble situation.
10a-If more than one trouble is encountered, show DTG of first.
10b-Show actual restoration.
10c-Indicate verified RFO.
10d-Show time reported to CNCE(M), CSCE, or other appropriate
management element.

c. The classification of the record will be written or stamped prominently at
top and bottom of the record.
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C-4. Operational Resource Record (DA FORM 4618-R)
a. DA Form 4618-R, Operational Resource Record, will be reproduced
locally on 8“ x 10½” paper in accordance with Fig C-4 and C-5. The operational resource record (ORR) is submitted by a communications node and
distributed to appropriate C-EMS elements. The purpose of the ORR is to
provide an up-to-date status report on the extent of C-E resources committed,
the capability available, and remaining available resources for planning
and restoration of service purposes.
b. The operational resources record is originated at company level and,
after approval by the company commander, is passed to the CNCE(M). At
the same time, the record is sent to battalion headquarters through
command channels. At battalion headquarters, the record is reviewed and,
after approval by the battalion commander, is passed to the CNCE(M) and
CSCE at battalion level and, simultaneously, through channels to brigade
and group. It is subject to review and approval at these levels and is then
forwarded to the next higher CSCE. The senior signal unit puts the
information in its data base which is made available to the major command
C-E staff. When a signal group is part of a theater army communications
command, the information is passed through command channels to
TACCOM headquarters and made available to the CSPE of the theater
army C-E staff. The records may be consolidated at each successive
command level or passed in their original form through channels for review
and approval.
c. The ORR record format is shown in figure C-4. Boxes 1 through 4 provide
information for a message heading. The main body of the record is divided
into two parts; the team status and critical shortages. The composition of
the various teams to be recorded on are shown in figure C-5. The
alphanumeric code for the team is shown along with the normal
authorization by type of signal equipment, power units, vehicle, and
personnel. Teams are categorized as committed, available, or incomplete.
“Committed” means in use, “available” means operational but
uncommitted, and “incomplete” means the team is lacking an essential
equipment item or team member and thus has a reduced capability. It is
intended that the readiness of a team be a command decision. If, for
instance, the commander believes a team can perform with acceptable
efficiency with less than the full complement of authorized personnel, the
team should be categorized “available,” with the missing key personnel
shown under personnel shortages. The incomplete team category should be
used when the operational equipment and qualified personnel are not
available to the extent that the team is deemed to be incapable of effective
performance. The teams are grouped by type of function for easy reference.
In box 5, team codes are listed in column A with their status indicated by
numbers in columns B, C, and D. Box 6, Critical Shortages, refers to the
major equipment items or personnel requirements needed to convert the
incomplete teams to an operational status.
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C-5. Traffic Status Record (DA FORM 4619-R)
a. DA Form 4619-R, Traffic Status Recortd, will be reproduced locally on
8" x 10½" paper in accordance with Fig C-6. The traffic status record is prepared on a periodic basis (usually daily) by the CNCE(M) based on information provided by both the telephone switch and the telecommunications
center and is normally sent to the controlling CSCE for traffic engineering.
b. The traffic status record data is used—
(1) To verify previously stated communications requirements.
(2) To react to changes in force structure or the tactical situation.
(3) For optimizing the communications system remaining after
damage occurs.
(4) To predict future changes to the system by observing trends.
(5) To justify equipment and personnel needs.

Note: With the introduction of automatic switches, timely and
accurate reporting will be essential to the centralized management aspects
of reprogramming switches to rebalance or reconstitute degraded portions of
the communications system.
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c. A sample record is shown in figure C-6 and is explained below.
(1) Boxes 1 through 4 provide information for a message heading.
(2) Box 5 lists the time covered by the record period (use DTG for both
“to” and “from”).

(3) The record is divided into four principal areas: total voice traffic,
voice traffic by trunk group, total message/data traffic relay and
terminal, and traffic moved by messenger.

(4) Boxes 6 and 7 are structured to conform with the output of the
AN/TTC-38. The data for box 8 can be collected at the relay for manual
tape relay operation. Data for boxes 9 and 10 are provided by the
telecommunications center record section.
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C-6. Special Communications Authorization Request
(DA FORM 4620-R)
a. DA Form 4620R, Special Communications Authorization Request, will
be reproduced locally on 8“ x 10½" paper in accordance with Fig C-7. A
special communications authorization request (SCAR) is submitted when
service over and above that prescribed in doctrine/SOP is required by a user.
The SCAR should be submitted to the appropriate CNCE(M) which will
either provide the service or will forward the request to higher headquarters
when it does not have the authority to approve the request.

b. The SCAR consists of two principal parts: identification and
justification of the user’s requirement, and evaluation and decision by the
C-EMS elements involved. Boxes 1 through 4 provide information for a
message heading.

c. The subscriber information called for in boxes 5a through 5f is required
to provide the requested service; the information in box 5g is critical to the
evaluation and approval processes. The justification should clearly
demonstrate why the service prescribed by doctrinal policy does not meet
the user operational requirements. The assessment of the communications
request (box 6) is prepared by the approval of the supporting signal unit
commander. It requires consideration of the resources needed and
available, contingency plans, unit priorities, planned force structure
changes, and an estimate of possible system implication beyond the local
nodal network.
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C-7. Telecommunications Service Order
(DA FORM 4621-R)
a. DA Form 4621-R, Telecommunications Service Order, will be reproduced locally on 8“ x 10½” paper in accordance with Fig C-8. The telecommunications service order (TSO) is a technical directive that is issued to a
subordinate facility or operating command (e.g., elements of the CSCE at
any level, the C-E staff of a major command, the unit staff of a signal unit, or
the CNCE of a node). All TSO’s in a tactical situation will be classified
CONFIDENTIAL or higher.

b. The purpose of the TSO is to direct the performance of an individual task
or groups of tasks for the implementation of signal orders, signal annexes to
command operations orders, restoration of service in response to trouble
reports, approved special communications authorization requests, or SOP
doctrinal communications entitlements. The TSO form is structured to
direct the installation and operation of all types of communications
systems under a wide variety of situations. It is designed to be transmitted
by secure electronic means from higher authority to the operating signal
units.

c. The informational content of each block on the TSO form is described
below. A sample format for an electrically transmitted TSO is shown in
figure C-9.
Box 1. Enter the unit name and address of the C-EMS facility which
directs the action ordered by the TSO. Include site designator if
required.
Box 2. Enter the unit name and address of the C-EMS facility to which
the TSO is directed for action. Routing designators will be added when
the TSO is to be sent over common-user facilities. Include site
designator if required.
Box 3. Enter the unit name and address of the C-EMS facility to which
“information only” copies of the TSO are to be sent. Include site
designator if required.
Box 4. Designate the security classification for the information in the
TSO: Unclassified, Confidential, Secret, Top Secret.
Box 5. Designate the TSO precedence for transmission: Routine,
Priority, Immediate, Flash, Flash Override.
Box 6. Identify the TSO number and DTG of issue.
Box 7. Identify the source document from which the implementation
instructions contained in the TSO were derived. The source document
may be a signal order, another TSO, other technical directives, or
verbal orders from the commander.
(Continues on page C-22)
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(Continued
from
page
C-20)
Box 8A. Check off the type of action which the TSO directs. The action
checked will be transmitted.
Box 8B. Enter the DTG which is the deadline for completing the action.
Box 8C. Enter the restoration priority for the action desired.
Box 8D. Enter the designator of the station or facility affected by the
TSO.
Box 8E. Using the standard numbering procedures, enter the
designator of the system or circuit affected by the TSO.
Box 8F. Enter the routing instructions applicable to the action
directed. This will include any patching instructions.
Box 8G. Identify the using organization if the system/circuit is
specifically assigned.
Box 8H. Identify interface requirements such as with cable or
commercial systems.
Box 8I. Enter any types of conditioning equipment required.
Box 8J. Enter the (1) type of wire or cable directed, (2) unit name,
and/or (3) coordinates of terminal of wire/cable system/circuit.
Box 8K. These entries are appropriate to the multichannel
communications systems. A system or link will require entries in (1)
and (2) and may require multiple entries at (3) corresponding to the
number of relays required. The entries in items (1) and (2) are
coordinates describing the location of terminal A and/or terminal B;
the antenna azimuth (AZ), height (HT), and polarization (PLRZ); and
send (S) and receive (R) frequencies and the station call sign. For each of
the relays (3), enter the relay site number, coordinates of the location,
and the call sign of the relay station. For each leg, the send (S) and
receive (R) frequency will be identified along with the antenna azimuth
(AZ), height (HT), and polarization (PLRZ) on that leg.
Box 9A. Check off the applicable type of equipment action. The action
will be transmitted together with—
Box 9B–equipment type/model identification code (TD-660, AN/TRC138, etc.),
Box 9C—quantity of each type, and
Box 9D—location at which the equipment action is required.
Box 10 will contain additional information amplifying instructions as
appropriate (use back of form if necessary). The block indicating
completion and reporting of the action will be completed and the
verification block signed.
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C-8. Communications System Document Change
Order (DA FORM 4622-R)
a. DA Form 4622-R, Communications System Document Change Order,
will be reproduced locally on 8“ x 10½” paper in accordance with Fig C-10.
The communications system document change order is prepared and issued
by a C-E staff section, a signal unit staff, or a CSCE or CNCE(M). Its
purpose is to disseminate changes to any record document to appropriate
subordinate units and C-EMS facilities. The change order becomes a part of
the basic document file and is retained for as long as the basic file.

b. The change order is issued as a result of changes to the C-E annex of a
command operations order to the C-E operations order of a signal unit; to
command or unit SOP, and changes to any technical directive where the
change is minor and does not require reissue of the complete document. The
change is particularly useful for making minor modifications on circuit,
traffic, and other diagrams.

c. Complete the change order (fig C-10) as follows:
Box 1. Identify the C-EMS element that is issuing the change order.
Box 2. Enter the same unit addresses that were designated as action
addresses on the document being changed.
Box 3. Enter the same unit addresses that were designated as
information addresses on the document being changed.
Box 4. Enter the security classification of the information being
transmitted by the communications system document change order.
Box 5. Enter the precedence required by the information contained in
the communications system document change order.
Box 6. Communications system document change orders will be
serially numbered and this box will contain an entry that will identify
the change order.
Box 7. Enter the DTG at which the change is to be made effective.
Box 8. Completely identify the basic communications system
document that is to be changed by the change order.
Box 9. Entries here will include a reference locating the part of the
document to be changed as well as the actual change. Block A provides
space for citing the part of the document to be deleted and block B
provides space for additions to the document.
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C-9. Master Station Log
a. The master station log (fig C-11) file is maintained at each facility and is
a chronological history of all significant events. Shift supervisors jointly
review the log at change of shift for completeness and accuracy of the
entries. The facility supervisor may review the form and sign it to indicate
acceptability prior to filing.
b. The ACTION/EVENT column is used to—
(1) Briefly describe the event.
(2) Record shift changes including the names of personnel coming on
duty.
(3) Record the status of circuits at change of shift. This insures that
shift supervisors are aware of the status of any circuit troubles or
outages and the remedial actions taken or required.
c. For entries not directly related to circuits, leave the CHANNEL OR
CIRCUIT column blank and enter information (e.g., generator failure, staff
visit, etc.) in the ACTION/EVENT column.

C-26

C-27

C-10. System and Circuit Status Record
(DA FORM 4623-R)
a. DA Form 4623-R, System and Circuit Status Record, (cards 1 and 2,
front and back) will be reproduced locally on 8“ x 10” card stock paper in
accordance with Fig C-12, C-13 and C-14. The system and circuit status
record is maintained by circuit controllers in the CNCE(T). It provides
detailed, current-status information on all terminating and patchedthrough systems and circuits. The record is designed to contain the information required on both systems and circuits as well as groups of circuits.
Note: This record and the system and circuit status record-system
channel allocation (covered in the next paragraph) are temporary files
maintained at the CNCE(T) during the time that each circuit is active. The
information entered on the records is obtained from TSO's received by the
CNCE(T) and from the results of testing and monitoring by the CNCE(T).
The term "system" as used here denotes a radio multichannel or cable link
between two communication nodes.
b. Front of status record, card 1 (fig C-12).
Box 1. Enter the number that will identify the system or circuit in
accordance with the prescribed system/circuit numbering system.
Box 2. This box will contain two entries for both systems and circuits.
These two entries will designate the terminal nodes of the
system/circuit. The node entered first is to be the controlling node.
Box 3. For system records, identify the type of system; e.g., radio, wire,
cable. For circuit records, identify the communications node utilizing
the circuit; e.g., voice, TTY, voice/TTY, data, fax, etc.
Box 4. Identify the signal unit at which the controlling CSCE is
assigned.
Box 5. Enter the restoration priority in accordance with prescribed
priority procedures.
Box 6. Identify the authority, technical service order, VOCO,
other/directives, and the DTG authorizing the activation of the
system/circuit.
Box 7. Identify the DTG on which the system/circuit was activated.
Box 8. For system records, this box will contain an entry only when the
system goes to a single user. The entry will identify the user. The box
will be left blank when the system serves multiple users. For circuit
records, this entry will identify either the user to whom the circuit is
assigned or the terminating signal facility.
Box 9. Identify the transmission equipment, video patch equipment (as
appropriate), and multiplexer which is associated with the system at
the node. This entry will be completed for both system and circuit
records.
Box 10. Identify the type of switchboards, teletypewriter relay, other
equipment (instruments), or communications facilities which utilize
the circuit. For system records, this box will be left blank unless all the
circuits in the entire system are terminated in the same type equipment.
Box 11. Identify the activity responsible for the equipment/facilities
shown in box 10 together with the telephone number at which they can
be contacted.
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Box 12. For system records, identify the type of equipment. If multiple
entries would be required for any type of item, the presence of the item
will be indicated by a checkmark. For circuit records, identify the type
equipment used on that circuit at that node.
Box 13. For system records, the boxes will not be used. For circuit
records, identify the type equipment used on that circuit at that node.
Box 14. For system records, the boxes will not be used. For circuit
records, identify the type equipment used on that particular circuit at
the node designated.
Box 15. Identify routing of system, circuits, and/or groups as
appropriate. System routing identifies multichannel sites, as
appropriate.
Box 16. For system records, the cable designation for each 12/24channel group (26 per cable) will be identified. The column labled CH
will show the number of channels in the group. For circuit records, the
group and channel that bring the circuit to the CNCE will be identified.
If the circuit is terminated at the node, only one entry is shown. If the
circuit is patched through the node, then two entries will be required.
The system number will be shown on the heading line and is a cross
reference to system channel allocation shown on card 2. For circuit
groups patched through the node, two entries will be required showing
the groups and the number of channels utilized.
Box 17. Indicate the locations on the patch panel where the circuit is
brought IN from the system terminal equipment and is connected OUT
to circuit terminal equipment or to a group designated in box 16 for
through circuit group patches. Individual circuit entries must be shown
for group patches.
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c. Rear of status record, card 1 (fig C-13). The entries on this side of the
record card are used for system/circuit outages. If the entire system goes
down, this outage is recorded on the system record card. If only a single
channel goes out, the outage is recorded on the circuit record card.

Box 18. Fill out as follows:
Block A. DTG OUT. Identify the DTG at which the system/circuit
was discovered as being out.
Block B. DTG IN. Identify the DTG at which the system/circuit
was restored for service to the user.
Block C. RFO. Identify the reason for the system/circuit outage.
The entries will use the same RFO codes that are used with the
trouble report.
Block D. ACTION TAKEN. Describe how the system/circuit
trouble was corrected or how the restoration was effected.
Examples of these entries would be: transmit frequency changed to
eliminate RFI, maintenance personnel replaced module in mux,
antenna repaired/replaced, new cable laid to replace destroyed
cable from mux to xmtr,

Box 19. This section will be used to record implementation of
system/circuit modifications. The entries in the system and circuit
status record cards will be made in pencil so that when minor changes
occur, the new information can be used to record the box number(s)
which were changed, authority will list the TSO number and issuing
headquarters and the DTG of the TSO or other order directing the
system/circuit modification.

Box 20. This section will be used to record any other pertinent
information not shown elsewhere on the card or for amplification of
any entries on the record.
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C-11. System and Circuit Status Record-System
Channel Allocation (Card 2, Front and Back)

a. Both the system allocations and the restoration priority are recorded on
this card (fig C-14). One card can be used for 48 channels in increments of 12channel groups. If a system has 96 channels, two cards are required. This
record is completed and filed with the system and circuit status record as
explained in the note in the preceding paragraph.

b. Boxes 1 through 6. The heading information is printed at the top of one
side and the bottom on the other side to allow for use in either a box or flip
type file container. The information in the heading is the same as on card
one with the addition of an entry, box 6, identifying the number of 12channel groups in the system.

c. The entry under “group” will be made to designate the 12-channel group
number.

d. The circuit number will be entered on the line opposite the allocated
channel and the restoration priority for the individual circuits will be
entered on the appropriate line.
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C-12. Circuit Routing List
a. The circuit routing list (fig C-15) is used to provide information for
tandem connections and to serve as the basis of instructions to operating
units for patching and terminations. The list has the same status as the
circuit diagram. The senior signal unit CSCE, upon receipt of the chart,
places the information in the automatic database at the CSCE and sends to
its appropriate subordinate units that portion(s) of the list for which
installation is being assigned. Instructions to implement the list will be sent
by the senior signal unit to its subordinate units as a technical service order
or other directive.
b. The list provides the CNCE with information regarding the originating
and terminating points, the type of service provided, the use of the circuit,
and the circuit within the group.
Column 1 of the circuit routing chart numerically lists each channel of
the system using two digits (e.g., 01, 02, 03; 13-24; 25-36; etc.).
Column 2 contains the circuit designator based on information from
appendix B.
Column 3 contains the priority designator based on information from
appendix B.
Column 4 indicates the circuit type taken from appendix B.
Column 5 indicates the specific origin of circuit; e.g., 52d Div S2, III
Corps G3, CSPE, etc. A switch may be designated by PR-SL number.
Columns 6 through 9 list the system(s) through which the circuit is
patched. Where necessary, more than four systems may be listed. The
first entry will be the point of origin and the last entry will be the point
of termination. The channel number of the system carrying the circuit
is indicated by a two-digit number affixed at the end of the system
designator.
Column 10 indicates the settings for the equipment “2-wire/4-wire” and
“ringer” (signaling mode) switches. For example, for channel 04 of
figure C-15, column 10 (labeled CHAN SETTING) has 4W OFF/2W
OFF indicated. Settings on the left of the slash mark (/) are to be used by
the controlling terminal (term A), while the settings on the right of the
slash mark are for the other end (term B). In the example, terminal 21
will set the equipment’s (e.g., CV-1548) 2-wire/4-wire switch to 4W and
the signaling mode switch (on panel 18A3, channel 6) to the OFF
position. Terminal J1 will set its equipment 2W/4W switch to 2W and its
signaling mode switch to OFF.
Note: The word ON in column 10 refers to "ringer on" (on some
equipment) and to the “AC” position of the signaling mode switch of the
CV-1548.
Column 11 indicates the specific termination point of the circuit; e.g.,
S3, CO, TCC, etc.
Column 12 indicates the system designator which identifies the CRC. It
also establishes the system priority, which will be the priority of the
highest priority circuit excluding the engineering/control channel.
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