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CONVERTER M-209

SEctioN I

GENERAL
| | Paragraphs
Purpose and distribution.... ‘ ' 1
| DITYol 210) 1o} o AN S — 2

Miscellaneous mformatton e e eeeeeseeee e st eeseeeees et oot 3

1. Purpose and distribution.—a. Converter M-209 is an
item of equipment issued by the Signal Corps for use by
such holders as may be des1gnated by the Chief Signal
Ofﬁcer |
~ b. The instructions contained herein are applicable to all
cryptographic systems employing Converter M-209 except
as they may be modified by the Cipher Key L1sts employed
with a part1cular system |

2. Description.—a. Converter M-209 is a small, com-

pact, hand-operated, tape-printing, mechanical device de-

signed for rapid encipherment and decipherment of tactical
‘messages which must be cryptographed before transmission.

It is normally carried in a canvas case on a strap over the;

- shoulder. The carrying strap ‘may be attached underneathq]
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the machine for securing it to the knee of the operator when
used in the field or in a moving vehicle. A hand strap is also

provided which may be attached to the left side of the ma-

chine. The case has compartments for carrying this technical -
manual, pencils, extra-tape message blanks etc.

b, The cryptographic principle: upon which the M-209
operates is that of reciprocal substitution alphabets. The ef-
fect 1s that of sliding a normal-alphabet sequence against the
same sequence reversed. A high degree of irregularity in the
shifting of the alphabets with respect to each other is brought
about by a train of gears in which the number of teeth on
the driving member is varied under the influence of certain
keying elements to be described in subsequent paragraphs.

. ¢ Identification of parts. ———The following numbered list
| ~in connection with the photographs shown on pages 33 and

34 will serve to identify the various parts of the Converter
M-209 as they are referred to in these instructions :

1. Letter counter window 9. Encipher-decipher knob
- 2. Letter counter 10. Reading window

3. Indicating index 11. Paper feed knob
4, Ink pad : 12. Paper tape

5. Type wheel 13. Paper pressure arm

6. Reproducing disk 14. Cover support

7. Indicating disk 15. Ink pad container

8. Setting knob - 16. Screw-driver
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Oil can 28. Number ring
Outer cover 29. Drum bar
Catch for inner lid 30. Drum bar lug
Cover catch button 31. Inter-lock lever
Paper guard catch 32. Drive knob
Paper guard 33. Reset knob
Paper roll 34. Key wheel bench mark
Tweezers 35. Ineffective pin
Reset button 36. Effective pin
Inner lid 37. Key wheels
Number plate

d. The outer cover (18)* of the machine may be opened
by pushing in on the knob (20) which is centrally located in
the front. The cover being opened, the machine is seen to

consist principally of the following :

- (1) A series of six key wheels (37), bearing letters on
their peripheries and showing through apertures in the inner
lid (26) of the device.

(2) A large knurled knob at the left (8) attached to a
metal disk (7), called the indicating disk, bearing the letters
~of the alphabet in normal order. The indicating disk is asso-
c1ated with a reproducmg disk (6), one letter of Wthh 18

visible through aperture ( 10)

*See photographs pages 33-34.
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(3) A small knurled knob (11), the paper feed knob,
directly behind the indicating disk. This knob can be turned
only towards the rear of the machine and with its associated
roller, the tape advancing roller, advances the paper fape |

(12), on which printing is effected by operating the machine.

- (4) A cutting edge, at which the paper tape may be torn
off in a clean manner when so desired. | ~

(5) A window (1), at the front left-hand corner of the

inner lid (26), through which a letter counter (2), is visible.

(6) A knurled knob (33), on the right-hand side of the o
machine, which can be turned only by simultaneously de-
pressing the button (25) at the back right-hand corner of

- the inner lid, whereupon the key" ‘wheels are rotatable as a

unit, forwar*ci ‘or backward, and the letter counter is operated
| correspondmgly o

(7) An encipher-decipher knob (9) Just below the paper .
~ feed knob (11).

(8) A drive knob (32) at the right-hand side of the
devxce |

3. Miscellaneous informatidn.—A—a, Paper tape supply— -
To insert a fresh tape into the feed mechanism, the hinged
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guard (22) which holds the paper in place should be released
‘and allowed to tilt forward against the inner lid. The empty
spool should be removed and a new roll of tape placed over
~ the pin so that it will unroll in a counter-clockwise direction.

The end of the tape should be passed through the slot in the
guard and brought forward and inserted in the tape slot just
“above the encipher-decipher knob (9). Push the tape through
“the tape channel until it appears at the top, making certain
that the paper passes under the two small springs immedi-
ately behind the type wheel (5); then pass it between the
tape-advancing rollers while pressing downward on the
. paper pressure arm (13). |

'b. Inking Pad and Type Wheel——(l) Extra 1nk1ng pads

e will be found in one of the small metal containers.-held by

- spring clips in the outer cover of the machine. To insert a

fresh pad, open the inner lid (26), remove the old pad by

means of the tweezers, and insert a new one in its place. The
life of a pad can be prolonged by turmng it end for end.

(2) After con51derable use the type Wheel (5) may be-
come caked with ink and will produce indistinct characters. -
 The type wheel assembly may be removed by loosening the
 screw inside the setting knob (8). The type is cleaned, as on
©a typewriter, with type cleaner and a typewriter brush. |

'y
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¢. Oiling—Where oil holes are provided for lubricating
bearings a drop of oil should be inserted occasionally from -
the container in the cover. Except as r"egards' Athe?_leyf;t,end of
the drum, which should be kept well oiled, all other points
~ where friction occurs should be oiled only sparingly from
‘time to time. Excessive oiling must be avoided.

d W hen paper or ink supply is exhausted. —If the prmt-
ing becomes 1lleg1ble or fails to function due to exhaustion
~of the paper tape reserve or ink supply, the cipher text or
‘clear text can be read off the letters on the reproducing
‘disk (6) when these appear in the aperture (10) after each
manipulation of the operating lever. .

e. Repairs.—Should defective or worn parts cause t._rouble
no attempt should be made to effect repairs locally except
‘those of a very minor nature, such as replacement of a
broken or disconnected spring. The machine éhmﬂd be re-
turned through channels to the issuing office in order that
proper steps may be taken either to repair the machme or to
| replace it Wlth a servu:eable one. |
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SectioN II

CIPHER KEYS AND KEY LISTS

E Paragraphs
Cryptographic systems .. ‘ e s s 4
Necessity for keys and changes therein , 5
The keying elements 6
Indicators e ' 7
Preparation of Cipher Key Lists.... 8

4. Cryptographic Syst_ems.'——A cryptographic system em-
ploying one of these machines consists of :

(1) The Converter M-209.

(2) This manual (TM 11 380) which contams operat-
" ing instructions for the M-209.

. (3) Publications called Cipher Key Lists, issued periodi-
cally, containing instructions governing the arrangement of
the keying elements for the system. Instructions for the
 preparation of Cipher Key Lists will be found in para-

| graph 8 ,

5. Necessity for keys and changes therein.—a. In order
- that holders of Converter M-209 may communicate with one

9
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another, it is necessary that the cryptographic mechanisms
of their devices be set to identical initial positions and that
these mechanlsms progress in an absolutely identical manner
from these initial positions. This is accomplished by setting
the elements of the cryptographic mechanisms to definite posi-
tions and adjustments according to a cipher key applicable

to a set of keying elements which are descrlbed in para-
graph 6. |

b. While the machine possesses a high degree of crypto-

graphic security, it is still not absolutely invulnerable to solu-
- tion, especially if a large volume of traffic is allowed to be
enciphered by means of any one arrangement of the keying
elements. The length of time a given arrangement will resist
solution depends upon a number of variable factors, but in
order to provide maximum security, changes of cipher keys
should be effected at very frequent intervals. A daily change
‘in the keying elements feferred to below as the “internal
keying elements” would not be too frequent, while the “ex-
ternal keying element” should be different for every message.
" The method of determining or indicating the changes in the
arrangement of the keying elements must be agreed upon in
advance and thoroughly understood by all who are to use
the machine. -

10;
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6. Keying elements. — The keying elements for the
'M-209 are three in number and are divided into two groups:
-~ a. The external keying element.—This element of the key

1s the one determined and selected by the operator himself
and will be different for every message enciphered. It refers
to the initial alignment of the six key wheels (37) as indi-
cated by a series of letters which are lined up from left to
right along the white bench mark (34). This series of let-
ters, in one form or another, will appear in the message as
the message indicator referred to in paragraph 7 below.

b. The internal keying elements.—These elements of the
key are two in number and they are to be changed only as
“directed by the signal or communication officer of the unit
concerned. They refer to, Ist, the number of effective pins
(36) in each of the six key wheels, and, 2d, the positions of
the movable lugs (30) on the drum bars (29). Detailed
instructions for the arrangement of both sets of keylng ele-
ments are given in paragraph 9. "

7. Indicators.—Every cryptogram,enciphered by means
of the M-209 will have both a system indicator and a mes-
~sage indicator. The system indicator will be found in a pub-
lication descnbmg the particular system involved, or: will be
| »/prov1ded for in Signal Operation Instructions. It will appear
- in the message immediately following the writer’s number
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" group, if any. It will also appear at the end of the message .
before the writer’s time, if any. The message indicator is

selected by the operator himself and determines for each
message the initial positions of the six key wheels. It will
“appear in the message immediately after the first appear-
“ance and immediately before the second appearance of the
system indicator. In choosing a message indicator the oper-
ator writes down a random selection of five letters, subject
to the limitations of the letters actually present on the key

wheels. Since the first of these five letters governs the set-
~ ting of the first two wheels, counting from left to right, any
letter from A to Z, except W, can be used as the first letter
of the indicator. For the second letter, governing wheel
number 3, the choice ranges from A to X, omitting W. For
wheel number 4 (third letter) any letter from A to U may
be selected, for wheel number 5 (fourth letter) any letter
~from A to S, and for wheel number 6 (fifth letter) any
“letter from A to Q. An example of such a message indi-
‘cator would be HILQD and the wheels would be adjusted
so that the letters HHILQD would be lined up along the
* bench mark. Additional security may be obtained by enciph-
ering the message indicator in accordance with instructions
contained in the appropriate Cipher Key List.

8. Preparation of Ci‘pher Key Lists.—a. In order that

12
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Signal Operation Instructions may indicate in an absolutely
“clear and unambiguous manner the arrangement of the in-
ternal keying elements, it is essential that definite forms and
“procedures be foliowed in preparing the Cipher Key Lists,
b. To prepare a table of pin settings which will have a
favorable randomizing effect on the shifting of the alphabets
proceed as follows:

'(1) «Prepa're a chart of the key wheels by listing in alpha-
betical order, starting with A, the letters appearing on the
face of each wheel: the first wheel, A to Z, the second wheel
A to Z omitting W, the third wheel A to X omitting W,
the fourth wheel A to U, the fifth wheel A to S, and the
sixth Wheel A to Q.

(2) ‘Prepare a set of 156 lettered cards or counters, 78 of
which are marked R and the remainder L. Shuffle the cards
or counters thoroughly and draw out one at a time, marking
with a dash the position of the pins successively, starting
with A on wheel number 1, in accordance with the letter
drawn: if R, make a dash to the right of the letter, if L,
make a dash to the left. (See sample table on page 17). This
procedure insures a perfectly random assortment in which
“from 40 to 60 per cent of the pins are in the effective
position. ' ‘

13
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¢c. To prepare a table of favorable settings for the drum
bar lugs proceed as follows: |

(1) Mark off six columns of 4- mch cross-section paper
and number the columns from 1 to 6. These numbers denote
the effective positions for lug settings. Number the rows of
‘the form from 1 to 27, starting at the top. These numbers
~denote the drum bars in the order in which they become
effective during an operating cycle of the machine.

(2) Select any set of six numbers, subJect to the follow-
ing hmltatlons |

(a) Their sum must not be less than 28 nor more than 39
(b) Three of the numbers should be odd and three even;
(c) No one number should be greater than 13;

(d) There should be a more or less uniform progression
from the lowest to the highest number ;

(e) The numbers must be so selected that the various
combinations of one or more will, when added to-
gether, yield all the numbers from 1 to 27, inclusive,
bearing in mind that the effect of two effective lugs
on the same drum bar is 1. For example, the num-
bers 4 and 8 in columns 4 and 5, respectively, of
Table 2 below total 11, not 12, because there are
two effective lugs on bar number 10.

An example of such a set of numbers is 1, 2, 3, 4, &, 11.

14
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‘wheel pins and the drum bar lugs, it is desirable to provide a
" means by which holders of the machine can check the accu-
racy of their settings. This is done by adjusting the machine
in“accordance with the charts and enciphering the letter A
twenty-six times, starting with the key wheels aligned on
the letters AAAAAA. The twenty-six cipher equivalents are .
included with the two tables as a check, so that, having made
5 e































































